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We use the correspondence between the English alphabet and integers modulo 26 given by
A+~ 0,B<>1,...,Z <> 25. This is given in full in the table below.

ABCDEFGHTIJI KT LMNDNOPA QRSTU UV WIXY Z
0123456 728910111213 14 15 16 17 18 19 20 21 22 23 24 25

For full marks, you will have to show all working.

Question 1. [22 marks]

(a) Describe the Cesar shift and Vigenere cipher, either as applied to the English alphabet
or to Zj,, the integers modulo 7. [5]

(b) In an encryption competition called Cipher Challenge you are permitted to use one of
the following two methods to encrypt your message: (i) a combination of at most 3
Vigeneres with each key length at most 6, or (ii) a combination of at most 2 Vigeneres
with each key length at most 9. Which method will you use? Justify your answer. [S]

(c) The following ciphertext has been encrypted using a Vigenere key of length 3.
AHTZ IDYA EQEC LADF

Decrypt it, given that the plaintext commences thi. [8]

(d) The Hebrew alphabet contains 22 letters. How many affine ciphers are there for this
alphabet? Justify your answer. (4]

Question 2. [14 marks]

(a) Define what an orthogonal array of degree k and strength 7 over an alphabet .o/ of size
q is. (4]

(b) Describe the correspondence between orthogonal arrays of degree 3 and strength 2 over
</ and Latin squares with rows and columns labelled by <7. (You do not have to say
what a Latin square is, but you should state the correspondence both ways round.) (4]

(c) The following is an orthogonal array with some entries missing.
011
301

S OO
W == O

0
2
1

Write down the Latin square corresponding to the above orthogonal array, including
filling in the blanks. (Order the row and column labels 0,1,2,3.) [6]
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Question 3. [40 marks] Let n be a positive integer.

(a) Define the Carmichael function A(n) and the Euler function ¢(n). [6]

(b) Determine how many positive integers there are that are less than and coprime to 30000.
Find A(30000). [6]

(c) Prove, for all n € Z*, that a®™ = 1 (mod n) whenever a is coprime to n. [8]

(d) Explain briefly the operation of the RSA cryptosystem. If Eve intercepts an RSA com-
munication, which “hard” problems does she have to solve in order to break the cipher? [8]

(e) You are given that N = 1147 is the product of two (odd) primes and that A(N) = 180.
Use this information to factor N. (The marks are for the method, not the factorisation.) [4]

(f) Let p be a prime, and let x be an integer such that p t x. Define the (multiplicative) order
of x modulo p. [3]

(g) Determine the order of 3 modulo 31. [5]

Question 4. [24 marks]

(a) Define an n-bit shift register, and give the Z;-polynomial corresponding to such a shift
register. Explain what it means for an n-bit shift register to be primitive. [7]

(b) You intercept the following bit string:
10111 11001 01001 10001 10101 01010 11100 11010 01010.

You have reason to believe that the message was converted into a bit string using the
International Teleprinter Code, and then encrypted using a keystring derived from a 5-bit
shift register. You have reason to believe that the message commences MI. Decrypt the
message (assuming that this is the case).

The International Teleprinter Code is given in the appendix at the end of the paper. [10]
(c) The first 40 bits of a 5-bit shift register (not the one used above) are
10000 10110 10100 01110 11111 00100 11000 01011.
Is this shift register primitive? Justify your answer. [2]

(d) Let f be the polynomial corresponding to the shift register in the previous part. (We have
f(x) =x° +x +x>4+x+1.) Is f irreducible (over Z,)? Justify your answer. (3]

(e) Is the keystring in Part (c) suitable for use as a one-time-pad? Very briefly explain your
answer. [2]

End of Paper — An appendix of 1 page follows.
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Letters
Figures

Line feed
Carriage return
Word space
All space

11000
10011
01110
10010
10000
10110
01011
00101
01100
11010
11110
01001
00111
00110
00011
01101
11101
01010
10100
00001
11100
01111
11001
10111
10101
10001
11111
11011
01000
00010
00100
00000

Table 1: International Teleprinter Code
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End of Appendix.
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