
11 
  ©

 C
row

n copyright 2015 Y
ou m

ay re-use this inform
ation (not including logos) free of charge in any form

at or m
edium

, under the term
s of the O

pen G
overnm

ent Licence. Visit 
w

w
w

.nationalarchives.gov.uk/doc/open-governm
ent-licence 

A
ppendix 1 – D

igital &
 Technology Solutions professional - Form

ative A
ssessm

ent A
pproaches  

A
 – A

ssessing the Skills O
utcom

es 

A
rea of com

petence 
O

utcom
e R

equired 
Typical A

ssessm
ent 

A
ssessm

ent C
riteria 

Inform
ation S

ystem
s: 

is able to critically analyse a business dom
ain in order to 

identify the role of inform
ation system

s, highlight issues and 
identify opportunities for im

provem
ent through evaluating 

inform
ation system

s in relation to their intended purpose 
and effectiveness. 

 R
eport identifying the current 

business processes  
 B

enefits analysis 
 S

olution m
odel  

 
W

ell structured analysis 
 

C
lear benefits vs cost 

 
W

ell reasoned solution 

S
ystem

s D
evelopm

ent: 
analyses business and technical requirem

ents to select and 
specify appropriate technology solutions. D

esigns, 
im

plem
ents, tests, and debugs softw

are to m
eet 

requirem
ents using contem

porary m
ethods including agile 

developm
ent. M

anages the developm
ent and assurance of 

softw
are artefacts applying secure developm

ent practises to 
ensure system

 resilience. C
onfigures and deploys solutions 

to end users. 

 R
eview

 of specification 
 S

olution design 
 S

oftw
are solution plan 

 S
oftw

are artefacts 
 Test acceptance plan 
 D

eploym
ent plan 

 
W

ell structured specification review
 

prioritising functional and non-functional 
requirem

ents 
 

C
lear solution plan 

 
R

obust w
ell docum

ented solution 
 

Test verification 
 

C
lear deploym

ent plan addressing 
technical build and release 

D
ata: 

identifies organisational inform
ation requirem

ents and can 
m

odel data solutions using conceptual data m
odelling 

techniques, developing data m
odels and solutions. Is able 

to im
plem

ent a database solution using an industry 
standard database m

anagem
ent system

 (D
B

M
S

). C
an 

perform
 database adm

inistration tasks and is cognisant of 
the key concepts of data quality and data security. Is able to 
m

anage data effectively and undertake data analysis. 

 R
eview

 of data requirem
ents 

 D
atabase design and data m

odel 
 D

atabase solution 
 D

atabase optim
isation 

 D
ata security plan 

 D
ata analysis 

 
W

ell structured review
 of data 

requirem
ents 

 
C

lear data m
odels that represent the 

business dom
ain 

 
R

obust w
ell docum

ented database design 
 

Fit for purpose database solution 
 

C
lear security plan 

 
R

outine data analysis outcom
es 

C
yber S

ecurity: 
is able to undertake a security risk assessm

ent for a sim
ple 

system
 and propose rem

ediation advice. C
an identify, 

analyse and evaluate security threats and hazards to 
planned and installed inform

ation system
s or services (e.g. 

C
loud services).  

 Threat analysis 
 R

isk assessm
ent 

 R
em

ediation solution 
 

 
W

ell structured threat analysis 
 

W
ell reasoned risk assessm

ent that 
identifies the m

ajor risks and their 
potential im

pact 
 

C
lear solution plan to m

itigate each of the 
risks in the context of the inform

ation 
system

 under study 

B
usiness O

rganisation: 
can apply organisational theory, change m

anagem
ent, 

m
arketing, strategic practice, hum

an resource m
anagem

ent 
and IT service m

anagem
ent to technology solutions 

developm
ent. D

evelops w
ell-reasoned investm

ent 

 O
rganisational structure chart 

 C
hange plan 

 Investm
ent proposal 

 
W

ell structured organisational structure 
chart 

 
R

obust change plan identifying the 
organisational culture, the m

ain actors 
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proposals and provides business insights. 
 V

alue analysis 
  

and the outcom
es desired 

 
A

ccurate investm
ent proposal taking 

account of all costs and identifying the 
benefits to be gained 

 
C

lear value analysis show
ing the im

pact 
of various investm

ent proposals on 
business perform

ance outcom
es 

IT P
roject 

M
anagem

ent: 
follow

s a system
atic m

ethodology for initiating, planning, 
executing, controlling, and closing projects. Applies industry 
standard processes, m

ethods, techniques and tools to 
m

anage technology solutions projects. Is able to m
anage a 

project (typically less than six m
onths, no inter-dependency 

w
ith other projects and no strategic im

pact) including 
identifying and resolving deviations and the m

anagem
ent of 

problem
s and escalation processes. 

 P
roject scope and m

ethodology 
selection 

 A
ctivity estim

ates 
 P

roject plan 
 P

roject costs 
 P

roject risk log 
 P

roject tolerances 
 P

roject escalation plan 
 

 
C

lear scoping report identifying project 
deliverables, the project dom

ain and the 
elected m

ethodology being used 
 

W
ell reasoned activity estim

ates 
 

A
ccurate project plan w

ith clear schedule 
of deliverables taking into account 
contingencies 

 
Full costs identified 

 
C

lear project risk review
 

 
S

pecification of tolerances 
 

D
efined escalation process and m

itigation 

C
om

puter and N
etw

ork 
Infrastructure: 

can plan, design and m
anage com

puter netw
orks w

ith an 
overall focus on the services and capabilities that netw

ork 
infrastructure solutions enable in an organisational context. 
Identifies netw

ork security risks and their rem
ediation. 

 N
etw

ork dim
ension report 

 N
etw

ork design 
 N

etw
ork im

plem
entation plan 

 S
ervice level agreem

ent 

 
A

ccurate netw
ork dim

ensioning report 
identifying current and future netw

ork 
traffic dem

ands 
 

C
lear design that m

eets the specification 
 

W
ell structured netw

ork plan 
 

W
ell reasoned netw

ork availability targets 
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 B
 – A

ssessing the K
now

ledge O
utcom

es 
 

A
rea of com

petence 
K

now
ledge O

utcom
e R

equired 
Typical A

ssessm
ent 

A
ssessm

ent C
riteria 

B
usiness 

w
hy technology is im

portant to business and society 
 

 R
eview

 of technology im
pact 

 
Identifies im

portant aspects and 
differentiates betw

een business and 
society 

 
the technology, people, and organisational com

ponents of 
inform

ation system
s. 

 

 B
usiness interaction m

odel 
 C

ade study review
 

 
R

ecognises the interactions people, 
processes and technology 

 
the 

alignm
ent 

betw
een 

organisational 
strategy 

and 
technology strategy 

 C
ase study review

 
 

D
efines hoe technology strategy 

supports business objectives 

 
how

 business exploits technology solutions for com
petitive 

advantage vs. necessity 
 C

ase study review
 

 
Identifies technology exploitation 
processes 

 
the value of technology system

s investm
ents and how

 to 
form

ulate a business case for a new
 technology solution, 

including estim
ation of both costs and benefits 

 C
ase study review

 
 

Identifies benefits analysis 

 
how

 to conduct system
/business process analysis 

 E
xam

 or in m
odule test question 

 C
ase study review

 
 

Identifies key processes 

 
how

 strategic decisions are m
ade concerning acquiring 

technology solutions resources and capabilities including 
the ability to evaluate the different sourcing options 

 R
eview

 report 
 C

ase study review
 

 
E

valuation of technology m
ake or buy 

decisions 

 
the various functions and activities related to technology 
solutions w

ithin an organisation, including the role of the 
C

IO
, and m

anaging and developing technology solutions 
professionals 

 E
xam

 or in m
odule test question 

 
List and describe the m

ain functions 

Technology 
contem

porary techniques for design, developing, testing, 
correcting, deploying and docum

enting softw
are system

s 
from

 specifications, using agreed standards and tools 

 E
valuation of solution developm

ent 
m

ethodologies and techniques 
 

M
ain m

ethods and activities 
recognised 

 
the role and position of legacy technology system

s in 
organisations and how

 new
 technology environm

ents 
interface and integrate w

ith them
 

 A
ppraisal of the usage of legacy 

system
s and how

 they are m
aintained 

 
R

ecognise the im
portance of legacy 

system
s 

 
Identify key factors in their 
m

aintainability 
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softw

are design approaches & patterns and how
 to interpret 

and im
plem

ent a given design 
 E

xam
 or in m

odule test question 
 R

eview
 report 

 
R

ecognise the m
ain design 

approaches 
 

Identify com
m

only used softw
are 

patterns 

 
how

 to develop and im
plem

ent a data m
odel and data 

solution 
 

 E
xam

 or in m
odule test question 

 R
eflective report 

 
Identify the stages in developing a data 
m

odel and data solution 

 
the role of data m

anagem
ent system

s in m
anaging 

organisational data and inform
ation 

 E
xam

 or in m
odule test questions 

 R
eflective report 

 
Identify the features of a data 
m

anagem
ent system

 

 
how

 to identify and characterise different threats, hazards 
and vulnerabilities, conducting a risk assessm

ent and 
m

anaging risk 

 E
xam

 or in m
odule test question 

 
D

escribe the m
ethods to identify 

threats and vulnerabilities 

 
the com

m
on vulnerabilities in com

puter netw
orks and 

system
s including un-secure coding and unprotected 

netw
orks 

 E
xam

 or in m
odule test questions 

 C
ase study review

 

 
List and describe com

m
on 

vulnerabilities 

 
the role of service m

anagem
ent fram

ew
orks in an 

organisation 
 

 R
eflective review

 
 

Identify the m
ain features 

 
the fundam

ental building blocks (e.g. routers, sw
itches, 

hubs, storage, transm
ission) and typical architectures (e.g. 

server/client, hub/spoke) of com
puters netw

orks and the 
Internet  

 E
xam

 or in m
odule test question 

 
D

escribe the m
ain netw

orking 
technologies and their purpose 

Project 
how

 to roll out a technology solutions project accurately 
consistent w

ith business needs 
 

 R
eflective report 

 C
ase study review

 

 
Identify key stages in project planning 
and delivery 

 
the issues of quality, cost and tim

e concerned w
ith project 

im
plem

entation, including contractual obligations and 
resource constraints 

 E
xam

 or in m
odule test question 

 R
eflective report 

 
R

ecognise the interaction of quality, 
cost and tim

e 

 
how

 team
s w

ork effectively to produce technology solutions 
 R

eflective report on project w
ork 

 C
ase study review

 
 E

xam
 or in m

odule test question 

 
List the m

ain criteria for successful 
team

-w
orking 

 
the different approaches for m

anaging projects in an IT 
environm

ent. 
 

 R
eview

 report 
 C

ase study review
 

 
Identify aspects in different approaches 

 
the m

ain features of standard netw
ork protocols including 

https, H
TTP

, S
M

TP
, S

N
M

P
, TC

P
, IP

, etc. 
 E

xam
 or in m

odule test question 
 

D
escribe the m

ain features 
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 R
eflective report 

 
the m

ain factors that affect netw
ork perform

ance and the 
issues 

that 
m

ay 
arise 

in 
the 

day 
to 

day 
operation 

of 
netw

orks 

 E
xam

 or in m
odule test question 

 R
eflective report 

 
List the factors and identify issues 

C
 – A

ssessing the C
ore B

ehavioural Skills 
 

 
A

rea of com
petence 

K
now

ledge O
utcom

e R
equired 

Typical A
ssessm

ent 
A

ssessm
ent C

riteria 

Professional, 
interpersonal  and 
business skills 

 Fluent in w
ritten com

m
unications, able to articulate 

com
plex issues. 

 M
akes concise, engaging and w

ell-structured verbal 
presentations, argum

ents and explanations.  
 A

ble to deal w
ith different, com

peting interests w
ithin and 

outside the organisation w
ith excellent negotiation skills. 

 Is able to identify the preferences, m
otivations, strengths 

and lim
itations of other people and apply these insights to 

w
ork m

ore effectively w
ith and to m

otivate others.  
 C

om
petent in active listening and in leading, influencing 

and persuading others constructively.  
 Able to give and receive feedback constructively and 

incorporate it into their ow
n developm

ent and life-long 
learning.  

 A
pplies analytical and critical thinking skills to Technology 

S
olutions developm

ent and to system
atically analyse and 

apply structured problem
 solving techniques to com

plex 
system

s and situations. 
 A

ble to put forw
ard, dem

onstrate value and gain 
com

m
itm

ent to a m
oderately com

plex technology-oriented 
solution, dem

onstrating understanding of business need, 
using open questions and sum

m
arising skills and basic 

negotiating skills. 
 A

ble to conduct effective research, using literature and 
other m

edia, into IT and business related topics. 

 P
resentation 

 R
eport 

 Team
 based project 

 SW
O

T analysis 
 S

olution design 
 

 
W

ell constructed concise presentation 
 

C
lear report w

ith contents w
ell structured 

and including m
anagem

ent sum
m

ary 
 

Team
 organised and clear distribution of 

roles to achieve target outcom
es 

 
P

eer assessm
ent 

 

Attributes and 
behaviours 

 H
ave dem

onstrated that they have m
astered basic 

business disciplines, ethics and courtesies, dem
onstrating 

tim
eliness and focus w

hen faced w
ith distractions and the 

ability to com
plete tasks to a deadline w

ith high quality. 
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 Flexible attitude 
 A

bility to perform
 under pressure 

 A
 thorough approach to w

ork 

 Logical thinking and creative approach to problem
 solving 

A
ppendix 2 – D

igital &
 Technology Solutions professional - Synoptic Project C

om
petence O

utcom
es: 

  

O
ccupational Specialism

 
A

rea of com
petence 

Typical Project 
O

utcom
es 

S
oftw

are E
ngineer: 

U
se 

softw
are 

developm
ent 

processes, including the know
ledge, 

skills, and professional com
petences 

necessary to practice as a softw
are 

engineer in a business environm
ent 

This could be a project to design and develop a 
significant piece of softw

are or a new
 softw

are product 
prototype to achieve defined business objectives, for a 
defined user group or custom

er group, using one of the 
defined languages, w

ithin defined business processes, 
and applying appropriate levels of security. It w

ill include 
significant project planning including estim

ations of both 
tim

e and cost to proposed solutions, include technical 
and com

m
ercial aspects of the proposed solution. 

 C
lear prioritised specification 

 W
ell justified solution design w

ith 
m

odels 
 A

ppropriate test plan 
 S

ecurity appraisal  
 S

olution deliverables 
 W

ell docum
ented solution for 

m
aintainability 

IT C
onsultant: 

P
erform

 technical, organisational, and 
process im

provem
ent tasks in a range 

of 
environm

ents 
to 

solve 
business 

problem
s 

This could be a project to undertake an IT consultancy 
project to form

ulate and evaluate technical alternatives to 
m

eet businesses requirem
ents. This w

ill likely include 
issues of integration w

ith existing technology and 
procedures, m

aintenance and expansion and the 
consideration of both proprietary and open source 
solutions as appropriate. It w

ill include significant project 
planning including estim

ations of both tim
e and cost to 

proposed solutions, include technical and com
m

ercial 
aspects of the proposed solution. 

 C
lear business requirem

ents 
 B

usiness process m
odels 

 S
olution proposal and target state 

m
odels 

 Integration issues 
 M

ake or buy and procurem
ent 

decisions 
 B

enefits analysis 

B
usiness A

nalyst: 
A

pply 
structured 

processes 
for 

identifying, 
defining 

and 
analysing 

unstructured business problem
s, their 

root cause and im
pact 

This could be a Business Analysis study to analyse, and 
m

odel a problem
-specific dom

ain and to develop a 
solution approach based upon the analysis. It w

ill include 
significant project planning including estim

ations of both 
tim

e and cost to proposed solutions, include technical 
and com

m
ercial aspects of the proposed solution. 

 A
nalysis of current state w

ith m
odels 

 P
roblem

 definition 
 R

equirem
ents engineering 

 A
nalysis design m

odels 
 Future state 


