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 Flexible attitude 
 A

bility to perform
 under pressure 

 A
 thorough approach to w

ork 

 Logical thinking and creative approach to problem
 solving 

A
ppendix 2 – D

igital &
 Technology Solutions professional - Synoptic Project C

om
petence O

utcom
es: 

  

O
ccupational Specialism

 
A

rea of com
petence 

Typical Project 
O

utcom
es 

S
oftw

are E
ngineer: 

U
se 

softw
are 

developm
ent 

processes, including the know
ledge, 

skills, and professional com
petences 

necessary to practice as a softw
are 

engineer in a business environm
ent 

This could be a project to design and develop a 
significant piece of softw

are or a new
 softw

are product 
prototype to achieve defined business objectives, for a 
defined user group or custom

er group, using one of the 
defined languages, w

ithin defined business processes, 
and applying appropriate levels of security. It w

ill include 
significant project planning including estim

ations of both 
tim

e and cost to proposed solutions, include technical 
and com

m
ercial aspects of the proposed solution. 

 C
lear prioritised specification 

 W
ell justified solution design w

ith 
m

odels 
 A

ppropriate test plan 
 S

ecurity appraisal  
 S

olution deliverables 
 W

ell docum
ented solution for 

m
aintainability 

IT C
onsultant: 

P
erform

 technical, organisational, and 
process im

provem
ent tasks in a range 

of 
environm

ents 
to 

solve 
business 

problem
s 

This could be a project to undertake an IT consultancy 
project to form

ulate and evaluate technical alternatives to 
m

eet businesses requirem
ents. This w

ill likely include 
issues of integration w

ith existing technology and 
procedures, m

aintenance and expansion and the 
consideration of both proprietary and open source 
solutions as appropriate. It w

ill include significant project 
planning including estim

ations of both tim
e and cost to 

proposed solutions, include technical and com
m

ercial 
aspects of the proposed solution. 

 C
lear business requirem

ents 
 B

usiness process m
odels 

 S
olution proposal and target state 

m
odels 

 Integration issues 
 M

ake or buy and procurem
ent 

decisions 
 B

enefits analysis 

B
usiness A

nalyst: 
A

pply 
structured 

processes 
for 

identifying, 
defining 

and 
analysing 

unstructured business problem
s, their 

root cause and im
pact 

This could be a Business Analysis study to analyse, and 
m

odel a problem
-specific dom

ain and to develop a 
solution approach based upon the analysis. It w

ill include 
significant project planning including estim

ations of both 
tim

e and cost to proposed solutions, include technical 
and com

m
ercial aspects of the proposed solution. 

 A
nalysis of current state w

ith m
odels 

 P
roblem

 definition 
 R

equirem
ents engineering 

 A
nalysis design m

odels 
 Future state 



17 
  ©

 C
row

n copyright 2015 Y
ou m

ay re-use this inform
ation (not including logos) free of charge in any form

at or m
edium

, under the term
s of the O

pen G
overnm

ent Licence. Visit 
w

w
w

.nationalarchives.gov.uk/doc/open-governm
ent-licence 

C
yber S

ecurity A
nalyst: 

A
nalyse and evaluate security threats 

and 
vulnerabilities 

to 
planned 

and 
installed 

inform
ation 

system
s 

or 
services and identify how

 these can 
be m

itigated against 

This 
could 

be 
an 

analysis 
of 

a 
given 

dom
ain 

and 
evaluation 

of 
security 

threats 
and 

vulnerabilities 
to 

planned and installed inform
ation system

s or services 
w

ith 
a 

robust 
cyber 

security 
solution. 

It 
w

ill 
include 

significant project planning including estim
ations of both 

tim
e and cost to proposed solutions, include technical 

and com
m

ercial aspects of the proposed solution. 

 A
nalysis of netw

ork dom
ain 

 Identification of inform
ation assets 

 Threat assessm
ent 

 D
escription of assessm

ent 
m

ethodology 
 R

ecom
m

endations 

D
ata A

nalyst: 
U

se a range of analytical techniques 
such 

as 
data 

m
ining, 

tim
e 

series 
forecasting and m

odelling techniques 
to 

identify 
and 

predict 
trends 

and 
patterns in data 

This could be a project to analyse, devise and deploy 
data analytics solutions for a real-w

orld problem
 dom

ain. 
In 

particular, 
applying 

data 
analysis 

techniques 
and 

processes and the tools readily available to perform
 

analytics for data-driven decision m
aking. It w

ill include 
significant project planning including estim

ations of both 
tim

e and cost to proposed solutions, include technical 
and com

m
ercial aspects of the proposed solution. 

 
Identify data problem

 
 

C
ollect, clean and extract data 

 
A

nalyse data using a range of 
standard analytical techniques 

 
V

isualise data  
 

P
resent findings 

N
etw

ork E
ngineer: 

P
lan, design, build and test a sim

ple 
netw

ork to a requirem
ent specification 

that includes hubs, sw
itches, routers 

and 
w

ireless 
user 

devices 
applying appropriate security 
products and processes 

This could be a project to plan and configure a netw
ork to 

m
eet 

a 
defined 

specification, 
to 

satisfy 
security 

requirem
ents, using one or m

ore of the defined tools, to 
m

eet specified criteria and perform
ance levels.  It w

ill 
include significant project planning including estim

ations 
of both tim

e and cost to proposed solutions, include 
technical 

and 
com

m
ercial 

aspects 
of 

the 
proposed 

solution. 

 
P

lan netw
ork infrastructure 

 
D

im
ension netw

orks for anticipated 
traffic conditions 

 
D

esign netw
ork solutions 

 
Im

plem
ent and configure com

plex 
sw

itching environm
ents 

 
C

onfigure Firew
alls, V

P
N

 
C

oncentrators and S
ecurity features 

 
M

aintain the netw
ork environm

ent 

      


