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Digital coin technology (CoinTech) and token technology (TokenTech) has been an exciting area of development over the last decade. This has attracted significant media, technological and more recently official attention. The market has grown from Bitcoin in 2009 to over 5,725 digital coins and tokens today. This have purported to result in many benefits based on the underlying digitalisation, decentralisation and disintermediation of the technology used. Constant innovation has been driven by new coins and tokens attempting to correct the deficiencies and limitations of earlier models. Every coin produced cannot be considered in a single paper although the most significant and innovative coins and tokens can be identified and key trends and developments identified over this exciting evolutionary period. Whether all of the promised advances are fully realised, this will form an important part of the future of Financial Technology (FinTech) history.

[bookmark: _Hlk65014537]The issuance of digital coins and tokens has grown significantly over the last decade. This began with the production of a White Paper on Bitcoin by the pseudonymous Satoshi Nakamoto in 2008 and the launch of Bitcoin in 2009.[footnoteRef:1] Over 5,725 digital coins and tokens have since been produced.[footnoteRef:2] The value of these digital instruments peaked at around [$775 billion] in [2018] with this dropping substantially subsequently.[footnoteRef:3] Despite this price correction, large numbers of coins and tokens continued to be issued. [1:  Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (1998). The identity of Nakamoto has been attributed to a number of persons such as Craig Wright although this is discredited. More recent writers have attributed the identity of Nakamoto to American computer programmer Nick Szabo. Nathaniel Popper, ‘Decoding the Enigma of Satoshi Nakamoto and the Birth of Bitcoin’ New York Times (15 May 2015). See also, Nathaniel Popper, Digital Gold (Harper 2015).]  [2:  https://www.coinstats.com. ]  [3:  ] 


[bookmark: _Hlk65049374][bookmark: _Hlk65065292][bookmark: _Hlk65069150]Digital currencies and tokens are credited on digital ledgers using computer code. A distributed ledger is a decentralised (peer-to-peer), shared, replicated, continuously synchronised (reconciled) and immutable digital data structure. Decentralisation means that multiple or common copies of a ledger are kept on separate computer units or nodes rather than with a single register with a trusted administrator or manager. The copy ledgers are synchronised by the nodes using an agreed decision taking or consensus set of rules to maintain a permanent and immutable data record at all times. This avoids centralised problems of single point of attack (SPA) and single point of failure (SPF). The result is to create a decentralised, disintermediated, autonomous, transparent and fully reconciled permanent data record.

[bookmark: _Hlk65069300]Most digital coins and tokens are created using a blockchain which is a specific form of distributed ledger technology (DLT). DLT refers to the maintenance of multiple copies without a central register. While decentralisation may involve some element of sub-centralisation within a network, distribution means that all of the nodes are in direct contact with no priorities or hierarchies. Blockchain itself operates through collecting specific numbers of transactions into sets and then closing and locking those to create a block which is chained together with other blocks which are then connected in a sequential chain. Cryptography is used to confirm identities and control access to the blockchain. Transactions are separately hashed which converts them into unique set character alphanumeric codes. Hashes are re-hashed in pairs within each block to create a single hash root (Merkle tree root) which is used to form the header for the next block which connects the blocks together.[footnoteRef:4]  [4:  Bitcoin, Block Chain Guide available https://bitcoin.org/en/blockchain-guide. ] 


Technical difficulties and inefficiencies may also arise with the use of blockchain and DLT. The need for consensus and reconciliation slows transaction times which limits scalability.[footnoteRef:5] This means that blocks only be closed after certain periods which limits finality.[footnoteRef:6] As many blockchains are permissionless, an unlimited number of nodes can participate which can cause conflicts and governance issues.[footnoteRef:7] Mining can be highly inefficient in terms of energy consumption with the constantly increasing size of the blockchain code creating capacity issues on many systems. Participation may also only be partially anonymous. Permissioned (rather than permissionless) systems restrict the number of participating nodes which can increase efficiency and improve governance although it is argued that this limits the other benefits of decentralisation. [5:  Bitcoin can only process around 7 transactions per second while VISA can manage 1726 transactions per second. Bitcoin, Block Chain Guide (n).]  [6:  Bitcoin blocks are generally closed every 10 minutes with the degree of difficulty being adjusted to standardise this. Bitcoin, Block Chain Guide (n).]  [7:  A number of disputes have arisen between Bitcoin developers which has often resulted in the creation or hard forks which are new blockchains based on the same underlying computer code. Popper (n). ] 


A number of new digital coins and tokens have been produced over time to attempt to resolve specific sets of difficulties. Code revision and correction has resulted in substantially continuing innovation in this area. Specific adjustments are made to create, for example, faster, more secure and more anonymous coin options. Other developments have also occurred such as with designing new forms of payment mechanism, the addition of smart contract functionality, increased inter-operability, the use of stable coins (which tie the value of the coin or token to other assets or basket of assets) and significant growth in the number and volume of Initial Coin Offerings (ICOs) which raise funds in return for the first issuance of specific coins and tokens. The market has also most recently been disrupted by the proposed launch of Facebook’s Libra coin which could be used by up to 2.4 billion Facebook, WhatsApp and Instagram account users.[footnoteRef:8]  [8:  ‘Facebook unveils global digital coin called Libra’ Financial Times (18 June 2019).] 


The purpose of this paper is to consider the key innovations in technological advance that created the conditions for the launch of Bitcoin in 2009. This examines a number of earlier digital coin initiatives. The subsequent evolution of digital coins and tokens and associated coin technology (CoinTech) and TokenTech is then examined in further detail. The origins of Bitcoin and subsequent soft and hard forks are reviewed. The most important of the subsequent coins and tokens launched are then considered separately in turn. More significant technological and market innovations are also noted within this chronology. The objective is to create a structured and sequential study of CoinTech and TokenTech over the last decade.

1.	DIGITAL CURRENCY ORIGIN 
 
One of the most exciting recent areas of development has been in the creation of multiple new forms of private digital currency. Over 5,600 private currencies have been created within the last decade.[footnoteRef:9] The significance of this is that all of these are based on underlying distributed ledger technology (DLT) and more specific block chain technology. Early currencies included David Chaum’s ecash, WeiDai’s b-money and Nick Szabo’s bitgold with the most renowned being Bitcoin created by the unidentifiable Satoshi Nakamoto in November 2008. A substantial number of alt-coins have then been built on this core building block with certain new features while separate meta-coins have also been constructed using separate metadata and coding to create new characteristics. Reference is also made to para-chains that create non-monetary tokens or data such as smart contracts. Many new digital currencies are often created using Initial Coin Offerings (ICOs) to raise funds from the general public in parallel with securities Initial Public Offerings (IPOs) although difficult regulatory issues can arise.  [9:  https://www.coinstats.com.  ] 


A large number of different types of digital coins and tokens have been developed and brought to market within the new private coin ecosystem under construction since the introduction of Bitcoin in 2008. Private digital cons are listed on various websites including Coinmarketcap.com.. [footnoteRef:10] While a number having been closed down, the frequency of that number of new issues has increased substantially in recent years especially following the introduction and subsequent growth and expansion of the use of Initial Coin Offerings (ICOs) and similar Security Token Offerings (STOs) and Initial Exchange Offerings (IEOs).[footnoteRef:11] [10:  http://www.coinmarketcap.com.]  [11:  For a list of withdrawn coins see, for example, ‘Necronomicon thread: Altcoins which are dead’ available  https://bitcointalk.org/index.php?topic=588413.0. ] 


The significance of digital currencies is that they create alternative new forms of payment and investment assets in addition to money and other sources of investment return. It is less clear whether these create new monetary assets as they are often not used for valuation purposes and do not constitute official currency in domestic systems. This may change with the creation of central bank digital currencies (CBDCs) or sovereign coins in time.

The financial system will necessarily become more complex with the introduction of private and official digital currencies as well as with parallel innovations in payment systems and devices with many new products and innovations expected in the financial technology (FinTech) arena. Each of these will necessarily display different ranges of advantage and disadvantage which will impact on the development of the market over time. This will necessarily have significant consequential effects in terms of legal and economic analysis with many laws and financial theories having to be adjusted accordingly. 

This paper initially considers the principal background developments that precursed the launch of Bitcoin in 2008 and 2009. This includes reference to many of the technical innovations that would be incorporated into Bitcoin and subsequent altcoins. The evolution of Bitcoin and Bitcoin soft and hard forks and other alt-coins and meta-coins is then reviewed in further detail. This includes reference to many of the key technical innovations adopted and the largest value coins released. A set of provisional comments and conclusions are drawn on the key developments that took place during this period and their technical and legal relevance and importance.

The creation of digital currencies reflects a number of earlier innovations undertaken in the area of constructing new network systems and cryptography. Bitcoin was not created de novo. It was rather instructed on the basis of a number of emerging technologies. Bitcoin’s contribution was to draw these together for the first time in an innovative new manner.

(1)	eCash and David Chaum 1989		

The possible development of secure digital cash was examined by David Chaum in 1983.[footnoteRef:12] eCash was developed by the American computer scientist and cryptographer, David Lee Chaum, through his corporation DigiCash Inc in 1989. Public key cryptography was originally created by Ron Rivest in 1977 using RSA.[footnoteRef:13] Chaum developed cryptographic Blind Signature Technology at the University of California, Berkeley in 1982.[footnoteRef:14] This was based on dual public private key cryptography specifically to make payments without peer identification.[footnoteRef:15] DigiCash used encryption to create untraceable payment trails although DigiCash was forced to file for chapter 11 bankruptcy in the US in 1998. Its software was sold to eCash Technologies which was acquired by the internet service provider, Infospace Inc (later Blucora).[footnoteRef:16] [12:  David Chaum, ‘Blind signatures for untraceable payments’ in David Chaum, RL Rivest and AT Sherman (eds), Advances in Cryptology: Proceedings of Crypto82 (Plenum Press New York 1983) 199-203. See also David Chaum, A Fiat and M Naor, ‘Untraceable electronic cash’ in Proceedings on Advances in Cryptology – Crypto88, Lecture notes in computer science (Springer London 1990) vol 403, 319-327; T Tanaka, ‘Possible economic consequences of digital cash’ First Monday (1996) 1 (2); N Szabo, ‘Formalising and securing relationships on public networks’ First Monday (1997) 2 (9); W Dai, ‘B-Money’ (1998) available http://www.weidai.com/bmoney.txt; and LV Hove, ‘Electronic purses: which way to go?’ First Monday (2000) 5 (7). ]  [13:  [ ]]  [14:  David Chaum, ‘Blind Signatures for Untraceable Proceedings’ in D Chaum, RL Rivest and AT Sherman (eds), Advances in Cryptology Proceedings of Crypto 82 (Plenum 1982) 199-203; and David Chaum, ‘Blind Signatures for Untraceable Payments’ Advances in Cryptology Proceedings (1983) 82 (3) 199-203.]  [15:  [eCash used RSA (Rivest Shamir Adleman) public private key asymmetric encryption. This was developed by Clifford Cocks at the British Government Communications Headquarters (GCHQ) in 1973 although this was not declassified until 1997. Nigel Smart, ‘Doctor Clifford Cocks CB’ Bristol University (February 19 2008). This was developed separately in America by Ron Rivest, Adi Shamir and Leonard Adleman in 1978 at Massachusetts Institute of Technology (MIT). R Rivest, A Shamir and L Adleman, ‘A Method for Obtaining Digital Signatures and Public-Key Cryptosystems’ Communications of the ACM [February 1978] 2 (2) 120-126.] Blind signature cryptography operates by disguising (blinding) message content before signature which allows verification of the signature without disclosing the content. Chaum (1983). David Chaum, ‘Security Without Identification: Transaction Systems to Make Big Brother Obsolete’ Communications of the ACM (1985) 28.10, 1030-1044. [A three year trial was conducted with eCash being taken up by 5,000 customers and used by the Mark Twain Bank in St Louis and a limited number of banks in Switzerland, Germany, Austria, Sweden, Norway and Japan. Tim Clark, ‘DigiCash loses U.S. toehold’ Cnet (2 September 1998).]]  [16:  Julie Peitta, ‘Requiem for a Bright Idea’ Forbes (1 November 1999).  ] 


(2)	eGold and Douglas Jackson 1996

E-gold was created by Douglas Jackson to provide a form of digital gold payment in 1996.[footnoteRef:17] Jackson’s E-gold expanded substantially from 1996 onwards. E-gold had originally been set up by the American oncologist Douglas Jackson and attorney Barry Downey in 1996. The system was operated by Gold & Silver Reserve Inc (G&SR) and E-gold Ltd with account holders holding specific amounts of gold (weighed in grams) or other precious metals and with transactions recorded in terms of ‘spends’. E-gold was eventually closed down following prosecutions led by the United States Department of Justice on four counts of violating money laundering regulations in 2007 and with the three directors pleading guilty to charges of conspiracy to engage in money laundering and the operation of an unlicensed money transmitting business.  [17:  ] 


The system was originally supported by the deposit of gold coins in a safety deposit box in Melbourne, Florida. E-gold had five million account holders by 2009 with $2 billion in transactions being executed each year. E-gold was subject to early malware and phishing scams and other attacks and fraud. While the US Treasury had originally confirmed that E-gold was excluded from the definition of currency under the US Code, the definition of a money transmitter business, under the USA Patriot Act, was extended to include any transfer of value system and was not limited to domestic currency and cash. A Value Access Plan (VAP) was later agreed and administered by court to provide for the monetisation of gold reserves and the repayment of E-gold customers. The principal failures identified were in terms of client identification and the prevention of criminal and illegal activity.

(3)	Hashcash 1997 and Reusable Proof of Work 2004 

Hashcash was developed by British cryptographer Adam Back in 1997 as a proof of work (PoW) protocol to limit the receipt of unsolicited emails and denial of service (DoS) attacks.[footnoteRef:18] This replaced earlier less effective schemes.[footnoteRef:19] The objective is to require computational effort in calculating the hashcash stamp before an email is sent to evidence legitimacy.[footnoteRef:20] [18:  Adam Back, ‘A partial hash collision based postage scheme’ Hashcash.org (28 March 1997); and Adam Back, ‘Hashcash – A Denial of Service Counter-Measure’ Hashcash.org (1 August 2002). ]  [19:  Cynthia Dwork and Moni Naor, ‘Pricing via Processing or Combating Junk Mail’ (1992). ]  [20:  This creates a central processing unit (CPU) cost function which requires computer computation as distinct, for example, from a Completely Automated Public Turing Test to tell Computers and Humans Apart (CAPTCHA) test which requires human effort. This was originally developed in 2003 by Von Ahn, Blum, Hopper and Langford.  Luis von Ahn, Manuel Blum, Nicholas J Hopper and John Langford, ‘CAPTCHA: Using Hard AI Problems for Security’ Eurocrypt (May 2003) International Conference on the Theory and Applications of Cryptographic Techniques. ] 


Reusable proofs of work were developed by Jakobsson and Juels in 1999.[footnoteRef:21] American computer scientist, Hal Finney, produced a reusable PoW in 2004 to create a form of token money with its value being reflected in the work required to produce the token. Finney's RPOW used hashcash proof of work as the token with tokens being reusable through the generation of substitute tokens on use without the need to repeat the underlying work required.[footnoteRef:22] RPOW avoids reuse and double spending using trusted computing and remote verification to allow users to confirm that one token has been properly substituted by another.[footnoteRef:23] Bitcoin would later use Hashcash PoW with transaction verification being carried out by miner nodes rather than remote attestation. Finney was a party to the first ever bitcoin transaction with Nakamoto. [21:  A ‘bread pudding’ protocol is developed based on the reuse of bread. Marcus Jakobsson and Ari Juels, ‘Proofs of Work and Bread Pudding Protocols’ Secure Information Networks: Communications and Multimedia Security (Kluwer 1999) 258-272. ]  [22:  Hal Finney, ‘RPOW – Reusable Proofs of Work’ (15 August 2004) available https://cryptome.org/rpow.htm. ]  [23:  Hal Finney, ‘Reusable Proofs of Work’ (15 August 2004) available https://web.archive.org/web/200712222072154/htp://rpow.net/.] 


[Adam Back separately developed Hashcash in 1997 to create an anti-spam proof-of-work.[footnoteRef:24] Shawn Fanning created Napster in 1999 to provide a peer-to-peer file sharing system.[footnoteRef:25] This was subsequently closed down in   . Roger Dingledine established an anonymous electronic communication network with Tor in 2002.[footnoteRef:26] Second Life was introduced by Philip Rosedale in 2003 as a new virtual economy and currency system.[footnoteRef:27] Hal Finney then created a reusable proof-of-work form of token money in 2004 with RPOW.[footnoteRef:28] Despite these early improvements, a series of difficulties remained including in terms of assigning value, transfer and developing use and confidence.[footnoteRef:29]] [24:  ]  [25:  ]  [26:  ]  [27:  ]  [28:  ]  [29:  Peck (n).] 


(4)	B-Money and Wei Dai 1998

Wei Dai introduced B-money as an anonymous distributed electronic cash system in 1998.[footnoteRef:30] Chinese programmer, Wei Dai, created B-money as an anonymous distributed electronic cash system in November 1998. This was released through the cypherpunks discussion forum to create alternative forms of money using a technology protocol in an anarchic state.[footnoteRef:31] B‑money was only a proposal set out in two protocols. This would operate by broadcasting transactions between participants with arbitrators verifying transactions.[footnoteRef:32] Dai's 1998 paper was referred to in the subsequent Bitcoin White Paper in 2008.[footnoteRef:33] Nakamoto had contacted Wei Dai and Adam Back in relation to Bitcoin.[footnoteRef:34] [30:  Dai (n). Dai stated that, ‘my motivation for B-money was to enable online economies that are purely voluntary’ and ‘ones that couldn’t be taxed or regulated through the threat of forceful.’ Morgan Peck ‘Bitcoin: The Cryptoanarchists’ answer to Cash’ IEEE Spectrum (30 May 2012) available http://www.spectrum.ieee.org/computing/software/bitcoin-the-cryptoanarchists- answer-to-cash/0  ]  [31:  Dai notes that ‘crypto-anarchy’ does not temporarily destroy government but makes government ‘permanently forbidden and permanently unnecessary.’ Wei Dai, ‘B-money, an anonymous, distributed electronic cash system’ available https://www.weidai.com/bmoney.txt. ]  [32:  The system operates within an ‘untraceable network’ with senders and receivers only identified by digital pseudonyms (public keys) and messages signed by senders and encrypted to receivers. A single database is held by all participants under the first protocol with accounts being held by a subset of participants (servers) under the second protocol. Money is created through the solution of a computational problem with the value reflecting the work required. Transfers are effected through message broadcasts. Contracts are carried out using temporary (escrow) accounts with both parties and the arbitrator signing the contract. Reparations are used as pre-default penalties or fines in the event of dispute. Parties are required to deposit an amount of money in an account to cover possible reparations. The creation of money through an alternative option system is referred to in Appendix A of the paper. Dai (n). ]  [33:  Satoshi Nakamoto, ‘Bitcoin: A Peer-to-Peer Electronic Cash System’ (1998).]  [34:  Nathaniel Popper, ‘Decoding the Enigma of Satoshi Nakamoto and the Birth of Bitcoin’ New York Times (15 May 2015). See also Nathaniel Popper, Digital Gold (Harper 2015).] 


(5)	BitGold Nick Szabo 1998 and Bitcoin and Satoshi Nakamoto 2008 

BitGold was created by American cryptographer Nick Szabo as a form of decentralised digital currency. The objective was to produce a protocol which would generate unforgeably costly bits online with minimal dependence on trusted third parties which could then be securely stored, transferred and assayed with equivalent minimal trust.[footnoteRef:35] Szabo sought to use technology to avoid trust in third parties which had historically undermined the monetary and private banknote issuance system with all money produced by mankind being insecure in some way. Szabo identified the limitations of Finney's RPOW[footnoteRef:36] being dependent on computer architecture rather than mathematics. Szabo proposed using timestamping and a distributed property title registry.[footnoteRef:37] [ ] BitGold used proof-of-work to create value.[footnoteRef:38] Szabo rejected the use of central bank accounts, as with Chaum’s DigiCash, to deal with the problem of double spending.[footnoteRef:39] [35:  Nick Szabo, ‘Bitgold’ (27 December 2008). ]  [36:  [Computer code is published through a mint with a transparent server technique being used to verify work on a remote attestation basis.] (n).]  [37:  A ‘challenge string’ of bits is used to generate a proof of work string which is securely timestamped and held in a distributed property title registry. Each string of bitgold provides the challenge bits for the next string. Ownership is checked through the registry with the value being confirmed through the challenge bits, proof of work string and timestamp. All of this is automated through software. Ibid.]  [38:  Szabo was concerned with how value could be added to a digital token and developed the idea of using proof-of-work to generate or represent value. Szabo stated that, ‘I started thinking about the analogy between difficult-to-solve problems and the difficulty of mining gold’. Participants had to demonstrate and exercise of computer power in solving cryptographic equations with solutions being distributed within the community to confirm acceptance. ‘Anything that works well as a proof-of-work function, producing a specific binary string such that it can be proved that generating that string was computationally costly, will work.’ A chain of items would be created with solutions being verified and time stamped and verified by a majority of participants. Ibid.]  [39:  Szabo stated that, ‘I was trying to mimic as closely as possible in cyberspace the security and trust characteristics of gold, and chief among those is that it doesn’t depend on a trusted central authority.’ Ibid.] 


Satoshi Nakamoto then self-published the Bitcoin white paper in 2008.[footnoteRef:40] Bitcoin adopted the chain of data model from BitGold to develop a chain of transactions recorded on a public ledger. Transactions would be carried out by announcing and recording the transfer of value on the blockchain. Transactions are carried out between network addresses controlled through public key cryptography which prevents the identification of the owner. Verification is carried out by validators within the community (miners). Transactions are carried out in blocks with the miner who produces a cryptographic solution below a set level being awarded coins and the block being closed and locked and added to the blockchain. [40:  Satoshi Nakamoto, Bitcoin: a peer-to-peer electronic cash system (2008).] 


A number of other parties were involved in the early development of bitcoin. Gavin Andresen assisted in early program development. Andreas Antonopoulos drafted the first bitcoin guide ‘Mastering Bitcoin’. Various commentators consider that Nick Szabo may be Satoshi Nakamoto[footnoteRef:41] or, at least, headed the research group that carried out Nakamoto's work. Nick Szabo kept a photo dated 19 May 2015 of ‘the greatest minds in bitcoin’ on his Facebook page. [footnoteRef:42]  [41:  Nathaniel Popper, ‘Decoding the Enigma of Satoshi Nakamoto and the birth of bitcoin’ The New York Times (15 May 2015); and Nathaniel Popper, Digital Gold (Harper 2015). See also Dominic Frisby, ‘Who is Satoshi Nakamoto?’ in Frisby, Bitcoin: The Future of Money? (Unbound 2014) 85-149.]  [42:  https://m.facebook.com/nickszabo4/photos/dinner-with-the-greatest-minds-in-bitcoin/1589018988046283/ ] 


Bitcoin was significant in that it combined a number of earlier innovations in a unique manner. This included the peer-to-peer network, use of a time stamped distributed ledger, proof-of-work algorithm and elliptic curve cryptography with its own new digital coin. These can be summarised in terms of network, cryptography, authentication, verification and record. This reflects the development of the internet with a number of separate innovations coming together including packet switching, layer protocols and distributed routing algorithms.[footnoteRef:43] [43:  [Antonopoulos (n).]] 


3.	DIGITAL COIN EVOLUTION 

A large number of new digital coins have been produced following Bitcoin's initial launch in 2008. Over 5,600 coins were launched in the ten year period following Bitcoin. Most of these are altcoins to the extent that they are based on the original Bitcoin blockchain principally using forks or altcoins based on altcoins (referred to as altaltcoins). A number of key neocoins have also been established over time, including principally Ethereum, with many forks and altcoins being constructed on these. Other operational and asset tokens have also been introduced in the form of paracoins or paraclaims. 

The first new digital coin after Bitcoin in 2008 was Namecoin (NMC) in April 2011. Ten new digital currencies had come into existence by the end of 2011[footnoteRef:44] with the number growing during 2012[footnoteRef:45] and with 205 coins having been created by the end of 2013.[footnoteRef:46] 440 coins had been produced by August 2014 and 825 by 2015. 4,069 forks have been produced from Bitcoin excluding sub-forks.[footnoteRef:47] A large number of new coins were released in 2016, 2017 and 2018. 1,700 had been created by 2018[footnoteRef:48]. Over 5,600 had been created by 2019. [Many include scams (scamcoins) which are pre-mined or otherwise only benefit their creators.[footnoteRef:49] Others are used for insider trading and constitute ‘pump and dump’ scams.[footnoteRef:50]] [44:  Namecoin (NMC) April 2011; Multicoin June 2011; Devcoin (DVC) August 2011; IXcoin (IXC) August 2011; SolidCoin (SC) August 2011; GeistGeld (GG) September 2011; Tenebrix (TBX) September 2011; RuCoin (RUC) October 2011; Fairbrix (FBX) October 2011; and Litecoin (LTC) October 2011. ‘History of cryptocurrency’ https://github.com/peercoin/peercoin/wiki/history-of-cryptocurrency. ]  [45:  Coiledcoin (CLC) January 2012, Liquidcoin (LQC) January 2012; Timekoin June 2012; BBQCoin July 2012; PPCoin (PPC) August 2012; Qubic September 2012; Terracoin (TRC) October 2012 and Freicoin (FRC) December 2012.]  [46:  Ripple (XRP) January 2013; Novacoin (NVC) February 2013; Bytecoin (BTE) April 2013; Mincoin (MNC) April 2013; Feathercoin (FTC) April 2013; Smallchange April 2013; CHNcoin (CNC) May 2013; Bitbar (BTB) May 2013; Yacoin (YAC) May 2013; Royalcoin (RYC) May 2013; Franko (FRK) May 2013; Gamecoin May 2013; Powercoin May 2013; Elacoin (ELC) May 2013; Worldcoin (WDC) May 2013; GLDcoin (GLD) May 2013; Doubloons (DBL) May 2013; Sunrisecoin May 2013; Supercoin May 2013; Bitgem May 2013; Digitalcoin (DGC) May 2013; Nibble (NBL) May 2013; Phoenixcoin (PXC) May 2013; Luckycoin (LKY) May 2013; UScoin May 2013; Dragoncoin May 2013; Memecoin (MEM) May 2013; Hypercon (HYC) May 2013; Americancoin (AMC) May 2013; EZcoin May 2013; Fastcoin (FST) May 2013; Megacoin (MEC) May 2013; Infinitecoin June 2013; Anoncoin June 2013; Stablecoin June 2013; Realcoin June2013; Noirbits June 2013; Zenithcoin June 2013; Argentum June 2013; Onecoin June 2013; Emerald June 2013; and Betacoin October 2013. ]  [47:  Tarasiewicz and Newman (n) 202-203.]  [48:  Coinstats]  [49:  Ibid.]  [50:  Ibid. ] 


A simplified structure of the over 5,600 digital coins and tokens created can be created as follows.

(1)	Bitcoin and Bitcoin Variants -
	Bitcoin XT, Unlimited, Classic, Cash, Gold and Private 

Bitcoin was initially launched on 3 January 2009 following a White Paper in 2008. The domain name ‘bitcoin.org’ was registered on 18 August 2008. Satoshi Nakamoto was estimated to have mined around one million Bitcoins before withdrawing from Bitcoin revision in April 2011. A reference to the UK government's support package for banks following the global financial crisis in 2008/2009 was embedded within the original Bitcoin genesis block.[footnoteRef:51] Three software client forks were proposed with Bitcoin XT (August 2015), Bitcoin Unlimited (December 2015) and Bitcoin Classic (February 2016)[footnoteRef:52] with three agreed hard forks with Bitcoin Cash (August 2017), Bitcoin Gold (October 2017) and Bitcoin Private (February 2018). [51:  ‘The Times 03/Jan/2009 Chancellor on brink of second bailout for banks.’ Referred to by Joshua Davis, ‘The Crypto-Currency: Bitcoin and its mysterious inventor’ The New Yorker (10 October 2011) available https://www.newyorker.com/magazine/2011/10/10/the-crypto-currency. [Bitcoin was created through the release of 32,000 lines of code with an announcement on the internet on 3 January 2009 supposedly by a 36 year old Japanese gentleman. Nakamoto sent hundreds of posts through an untraceable e-mail address and website between 2009 and 2010 withdrawing from involvement in April 2011. Nakamoto stated that he had, ‘moved on to other things.’ Davis (n).] [Nakamoto criticised traditional financial systems on the basis that the ‘root problem with conventional currency is all the trust that's required to make it work.’ He added that, ‘The central bank must be trusted not to debase the currency, but the history of fiat currencies is full of breaches of that trust. Banks must be trusted to hold our money and transfer it electronically, but they lend it out in waves of credit bubbles with barely a fraction in reserve.’ Bitcoin would alter this with, ‘Everything is based on crypto proof instead of trust.’] ]  [52:  ] 


A number of hard forks have been created based on amended code rules. Bitcoin Cash (BCH) was created on 1 August 2017 with Bitcoin holders receiving an identical amount of Bitcoin Cash units. The Bitcoin code had been amended on 20 July 2017 to incorporate Segregated Witness (SegWit) under Bitcoin Improvement Proposal number BIP141.[footnoteRef:53] This was implemented under BIP91 on 20 July 2017 although some users criticise this for promoting the use of Bitcoin for investment rather than payment purposes with further amendments being made to correct this.[footnoteRef:54] [53:  SegWit was intended to increase the scalability and reduce the malleability of the original Bitcoin system. Block size had been limited to one megabyte (MB) with blocks closing every ten minutes under the proof of work model adopted. Cryptographic transaction signatures did not include all transaction data which could allow additional Bitcoins to be claimed. SegWit would have increased average block size to around 1.8 MB and removed the signatures from the transaction data to prevent alteration. See, for example, ‘SegWit, Explain’ Cointelegraph (20 April 2017). ]  [54:  Block size was increased to 8 MB, the transaction signature hashing algorithm was altered and a new Emergency Difficulty Adjustment (EDA) algorithm implemented. ] 


Bitcoin Gold was launched on 24 October 2017 to allow mining using Graphics Processing Units (GPU) rather than more specialised Application Specific Integrated Circuits (ASICs) devices.[footnoteRef:55] Bitcoin Gold uses Equihash[footnoteRef:56] instead of SHA256 for proof of work following Zcash which attempts to avoid over centralisation and the democratisation of the mining process.[footnoteRef:57] Bitcoin Private (BTCP) was a merge fork of Bitcoin and the Zclassic fork of Zcash which came into effect on 6 March 2018.[footnoteRef:58] A further proposed SegWit2x fork was proposed in August 2017 to increase the block size to 2 MB under a ‘New York Agreement’ although this was abandoned due to a lack of consensus.[footnoteRef:59] [55:  100,000 new coins had been ‘post-mined’ to be used for development purposes through an endowment fund but with the six development team members receiving 833 coins each by way of bonus. ‘Bitcoin Gold Clarifies Premine Endowment’ Cointelegraph (19 November 2017).]  [56:  ]  [57:  Equihash was produced by the Interdisciplinary Centre for Security Reliability and Trust (SnT) at the University of Luxemburg. ‘How the Equihash Algorithm Could Democratize Zcash Mining’ Bitcoin Magazine (16 February 2017). ]  [58:  Bitcoin Private allows full anonymity of sender, receiver and amounted data. ‘Bitcoin Private White Paper’ (February 2018) available https://btcprivate.org/whitepaper.pdf. ]  [59:  ‘SegWit2x Final Steps’ (8 November 2017) available https://lists.linuxfoundation.org/pipermail/bitcoin-segwit/2017-November/000685.html. ] 


(2)	Early Bitcoin Correction –
Namecoin, Litecoin and SwiftCoin

New coins were introduced in 2011 beginning with Namecoin and then Litecoin. Many of these emerged from discussions on Bitcoin fora discussing how to correct deficiencies in and improve the Bitcoin model.[footnoteRef:60] Developers reconsidered digital coin purpose as well as technical features including block time, size and reward and other parameters. [60:  [‘History of Cryptocurrency - Part 1; From Bitcoin's Inception to the Crypto-Boom’ (n). ] 


Namecoin was created on 18 April 2011 by ‘Vinced’ which was understood to be Vincent Durham. The object was to create a multipurpose distributed naming system using the Bitcoin technology. A BitDNS (Domain Name Service) idea had originally been raised on the Bitcointalk forum in September 2010 with Gavin Andresen and Satoshi Nakamoto contributing and a reward being offered in December 2010. Namecoin allows trading in top level domain ‘.bits’ rather than .com or .net which are managed by the Internet Corporation for Assigned Names and Numbers (ICANN). This also supports identity, messaging, personal names spaces, notary and timestamp systems, pseudonyms and share and stock issuance.[footnoteRef:61] Namecoin records are 520 bytes in size with total coin production limited to 21 million coins and with Namecoin following Bitcoin's proof of work.  [61:  https://www.namecoin.org. ] 


Tenebrix was created on 26 September 2011 by announcement on the Bitcoin Forum.[footnoteRef:62] This was the first coin to use Scrypt with CPU and to avoid the use of GPU devices and discourage FPGA and ASIC mining devices. This would allow mining to be carried out on generally home CPUs without the increasing centralisation and concentration of mining farms and pools. Tenebrix allow for one block per five minutes. The Fairbrix fork of Tenebrix was created by Charlie Lee with Litecoin being produced as a separate fork of Tenebrix.[footnoteRef:63] [62:  ‘Tenebrix, a CPU-friendly, GPU-hostile cryptocurrency’ (26 September 2011) available https://bitcointop.org/index.php?topic=45667.0. The announcement was made by ‘ArtForz’.]  [63:  ‘Tales from the Cryptocrypt-Tenebrix The Original Scryptcoin’ available https://steemit.com/cryptocurrency/@junglist/tales-from-the-cryptocrypt-tenebrix-the-original-scryptcoin. ] 


Litecoin (LTC) was created by Charlie Lee on 7 October 2011. Charlie Lee previously worked at Google with Litecoin being designed to improve the technical efficiency of Bitcoin. Blocks were generated every two and a half minutes with 84 million Litecoins being produced using the Scrypt[footnoteRef:64] rather than SHA256 hash. Litecoin generally uses Application Specific Integrated Circuitry (ASIC) and Field Programmable Gate Array (FPGA) devices which makes mining more specialist and expensive. [64:  (n).] 


SwiftCoin was created by Daniel Bruno in 2011 with the value of the coins being dependent on the caloric energy needed to produce a specific quantity of electricity. SwiftCoins are tied to Solidus Bonds named after the gold coin used by the Roman Empire. Bonds are created by direction or command with maturities of between 7 days and 10 years with payments being managed through the SwiftCoin wallet. SwiftCoin uses SHA256 without the need for mining. [SwiftCoin is protected by patent and trademark registrations and is proprietary rather than open source.]

(3)	Consensus and Layering –
Peercoin and Bytecoin

Peercoin was created on 12 August 2012 by Scott Nadal and the pseudonymous Sunny King. Peercoin uses are hybrid proof of stake and proof of work algorithm. Proof of stake is dependent on coin holdings rather than mining capability as with proof of work. Peercoin's proof of stake is also more efficient using low energy consumption only to confirm client software participation. Peercoin provides for the transfer from early proof of work to later proof of stake. No upper coin limit is imposed with a one per cent inflation target set above a nominal two billion coin cap. Transaction fees are set by the protocol. Peercoin allows for (Peer Assets) to be created representing other instruments, such as bonds or equity instruments, which would allow the establishment of DAOs and DACs, such as Indicium.[footnoteRef:65] [65:  Indicium (IND) is a token driven DAC built on the Peercoin blockchain based on baskets of cryptocurrencies. Indicium raised $250,000 through a Series A financing on 24 May 2017. Funds were to be held in a multisig reserve until the three founders (Fractals, Nagalim and Mhps) agreed on how the funds would be spent in realising the Indicium business proposal. ‘Indicium’ Peercoin.net (13 April 2017). ] 


Bytecoin (BCN) was the first coin based on the CryptoNote[footnoteRef:66] technology which is an application layer protocol that allows for anonymous coin transfer. CryptoNote collects transactions in groups to prevent sender identification using ring signatures. Bytecoin was formally released in March 2014 although the developers claimed that it had been in operation since 2012.[footnoteRef:67] Around 80% of the total number of Bytecoins had been mined before the public release in 2014. An initial CryptoNoteCoin was created for educational purposes with Bytecoin being the first to use CryptoNote in 2012. Other coins using CryptoNote include DarkNote (XDN), Boolberry (BBR), Dashcoin (DSH), Fantomcoin (FCN), Monero (XMR), Quazarcoin (QCN) and DarkNetCoin (DNC).[footnoteRef:68]  [66:  The cryptography was originally developed by Ron Rivest, Adi Shamir and Yael Taumann in 2001 and revised by E Fujisaki and K Suzuki in 2007. [ ] CryptoNote uses ring signatures to prevent identification of specific parties within a group using their private key. This allows untraceable payments, unlinkable transactions and prevents double-spending proof. On CryptoNote see, for example, ‘CryptoNote – A Closer Look’ available https://cryptscout.com/in-depth/cryptonote-protocol-a-closer-lookforward/. ]  [67:  ‘Is Bytecoin (BCN) a scam?’ (7 August 2017) CryptoBlog available https://cryptoblog.tech/is-bytecoin-a-scam/. ]  [68:  ‘CryptoNote – A Closer Look’ (n).] 


[Proof of stake was originally developed in 2011 to correct the perceived inefficiency in using voting power tied to computer capacity with Peercoin using a hybrid proof of work and proof of stake in 2012.]

(4)	Digital Coin Extensions –
Dogecoin, Gridcoin, Primecoin, Gridcoin and NXT

Dogecoin (DOGE) was launched on 6 December 2013 by Billy Markus and Jackson Palmer. Dogecoin was based on Luckycoin which was in turn derived from Litecoin.[footnoteRef:69] Dogecoin uses Scrypt and was originally intended to be limited to 100 billion coins with the cap being later removed. Dogecoins are commonly used for internet tipping purposes and micro transactions especially on social media sites.[footnoteRef:70] Dogecoin's market capitalisation approached $70 million within two months.[footnoteRef:71] [69:  Palmer had launched the Dogecoin.com site which Markus saw in a chat room with Markus intending to create a less formal currency with wider accessibility than Bitcoin. Rob Wile, ‘What is Dogecoin?’ Business Insider (19 December 2013). [The idea was based on a meme, or shared cultural idea, in the form of a picture of a Shiba Inu dog from Japan.] ‘The rise and rise of the Dogecoin and internet tipping culture’ ABC (24 January 2014) available http://www.abc.net.au/pm/content/2013/s39318. ]  [70:  Ibid.]  [71:  Ibid.] 


Feathercoin (FTC) was released on 16 April 2013 by Peter Bushnell Brasenose College, Oxford. Feathercoin was based on Litecoin with a limit of 336 million coins and with an average block time of 60 seconds. The Feathercoin Development Foundation was established to promote the development and acceptance of Feathercoin in Sug, Switzerland in March 2018. Faster difficulty retargets were introduced with more advanced checkpointing to prevent 51% attacks. Bushnell's objective was to correct a more dynamic and agile surrounding ecosystem than Bitcoin.[footnoteRef:72]  [72:  Vitalik Buterin, ‘Feathercoin: Interview With Peter Bushnell’ (12 August 2013) Bitcoin Magazine available https://bitcoinmagazine.com/articles/feathercoin-interview-with-peter-bushnell-1376355117. ] 


Primecoin (XPN) was released on 7 July 2013 by the pseudonymous Sunny King who had earlier created Peercoin.[footnoteRef:73] Primecoin uses a unique proof of work system based on identifying chains of prime numbers which are natural numbers greater than one that cannot be created by multiplying two smaller numbers. No upper coin limit is imposed. Primecoin transactions are confirmed eight to ten times faster than Bitcoin with blocks being closed eight to ten times more quickly.  [73:  Sub-section (3).] 


Gridcoin (GRC) was launched on 16 October 2013 by Rob Halford.[footnoteRef:74] Gridcoin uses an original proof of research (POR) consensus scheme with the objective to use environmentally friendly systems in coin distribution and network security. The POR releases Gridcoins under a reward system tied to the carrying out of scientific calculations on the Berkeley Open Infrastructure for Network Computing (BOINC). Gridcoin was described as a new peer to peer internet based cryptocurrency that provides real benefits to humanity by compensating coin miners for participation in BOINC projects that may lead to advances in medicine, biology, mathematics, science, climatology and astrophysics. Transactions are confirmed within 2.5 minutes and with mining being possible using consumer grade hardware. [footnoteRef:75] [74:  Rob Halford, ‘New coin launched announcement – GRC – Gridcoin’ (6 October 2013) Cryptocurrency Talk available https://cryptocurrencytalk.com/topic/1331-new-coin-launch-announcement-grc-gridcoin/?page=1. ]  [75:  Ibid.] 


Nxt (NXT) was released on 24 November 2013 by the anonymous developer BCNext following an earlier announcement on BitcoinTalk.org on 28 September 2013. Nxt uses proof of stake with 1 million coins being released in November 2013 to 73 stakeholders. The fixed money supply avoids the need for mining. New currencies can be created within Nxt which also operates an integrated Asset Exchange,[footnoteRef:76] messaging service and marketplace.  [76:  Coloured coins are used to link coins to external assets including shares and bonds, commodities or other property.] 


(5)	Payment Systems – 
Ripple and Stellar 

The Ripple payment protocol was originally developed by Ryan Fugger in Vancouver, British Colombia in 2004.[footnoteRef:77] RipplePay.com was introduced in 2005 as a ‘local exchange trading system’ (LETS).[footnoteRef:78] An LETS is a locally operated not-for-profit community system that allows for the exchange of goods and services using locally generated credit. A consensus model of transaction verification was then developed by American computer programmer, Jed McCaleb from the eDonkey network in 2011 with Chris Larsen from E-Loan and Prosper joining in August 2012. Ripple was transferred to the new Open Coin Inc corporation in September 2012.[footnoteRef:79] The Ripple network was created as a decentralised, open source, peer to peer payment network to enable free payments to merchants, consumers and developers in any currency.[footnoteRef:80] Ripple operates on the basis of the Ripple Transaction Protocol (RTXP) with Ripples (XRPs) being created as internal currency for transfer purposes. Payments can be made to Bitcoin addresses through the Bitcoin Bridge.[footnoteRef:81] The Bank of England examined the potential advantages of the Ripple model in March 2017.[footnoteRef:82] Ripple is based on C++ and uses ECDSA and Consensus.  [77:  Vitalik Buterin, ‘Introducing Ripple’ Bitcoin Magazine (26 February 2013). ]  [78:  LETS was originally developed by Michael Linton in Courtenay, British Colombia with the Comox Valley LETSystems. LETS are based on community, personal connections and practical operation. This involves five core conditions: (a) cost of service (from the community for the community and no ownership); (b) consent (with a ‘flat start’ for all accounts and no obligation); (c) disclosure (no cheating); (d) equivalence (based on the national currency with no confusion); and (e) no interest (no commission and no point). Michael Linton, The LETSystem Design Manual (August 1994). ]  [79:  Rebecca Grant, ‘OpenCoin raises seed money so ‘anyone in the world can trade any amount of money in any currency’’ Venturebeat (11 April 2013) available https://venturebeat.com/2014/04/11/opencoin-raises-seed-round-so-anyone-in-world-can-trade-any-amount-of-money-in-any-currency/. ]  [80:  Ibid. ]  [81:  ‘OpenCoin Extends Ripple Network to Include All Bitcoin Merchants and Users’ Yahoo Finance (2 July 2013). ]  [82:  The Bank of England was reported to have partnered with Ripple and separately to have tested the use of artificial intelligence with MinedBridgeAI. Lucy Burton, ‘Bank of England trials artificial intelligence and blockchain in bid to stay ahead of the pack’ The Telegraph (17 March 2017). [The Italian anti-euro Lega Nationalist and alt-Left Five Star Movement in Italy were reported to have considered establishing a ‘minibot’ payment system based on IOU notes as an alternative to the use of the euro and ECB monetary control. Ambrose Evans-Pritchard, ‘World's bankers are waking to full horror of Italy's parallel currency’ The Telegraph (24 May 2018).] ] 


Stellar was also set up as an open source value exchange and payment network. Stellar was launched on 31 July 2014 having been created by Jed McCaleb and Joyce Kim. McCaleb had created the peer to peer file sharing network eDonkey in 2000, set up the Mt. Gox Bitcoin exchange in Tokyo in July 2010 and was cofounder of Ripple with Chris Larsen in August 2012. McCaleb created a ‘Secret Bitcoin Project’[footnoteRef:83] with a non profit Stellar Development Foundation being established with Patrick Collison CEO of the San Francisco technology company Stripe which had been set up by Irish brothers John and Patrick Collison in 2010.[footnoteRef:84] Patrick Collison had been looking to establish a new online payments network from 2011 and McCaleb and Collison agreed to establish the new foundation to develop the project outside Stripe.[footnoteRef:85] Three million dollars investment was provided by Stripe. It was agreed that 85 billion[footnoteRef:86] Stellar coins would be distributed for free to promote use including through social media websites with half being made available through Facebook.  [83:  Jayanand Segar, ‘Jed McCaleb Reveals Stellar, Previously Secret Bitcoin Project’ NewsBTC (31 July 2014) available https://www.newsbtc.com/2014/07/31/jed-mccaleb-reveals-stellar-previously-secret-bitcoin-project/ ]  [84:  https://stripe.com/gb ]  [85:  JP Mangalindan, ‘New Bitcoin challenger launches’ Fortune (31 July 2014). ]  [86:  100 billion coins would be released in total.] 


Stellar coins were later renamed Lumens (XLM) following release of the upgraded protocol in April 2015.[footnoteRef:87] The revised Stellar Consensus Protocol (SCP) was based on a Federated Byzantine Agreement (FBA) developed by Stanford University Computer Science professor David Mazières.[footnoteRef:88] Stellar operates a decentralised network ledger system using anchors, trust and credit.[footnoteRef:89] The objective of Stellar is to connect people to low-cost financial services to combat poverty and maximise individual potential.[footnoteRef:90] A number of aid and other organisations have adopted the Stellar model[footnoteRef:91] including with such organisations as IBM[footnoteRef:92] and Keybase.[footnoteRef:93] [87:  Lumens refers to the measure of visible light released by a source.]  [88:  The FBA creates worldwide consensus based on the agreement of the validity of transactions between network participants. The objective is to correct the gaps, delays and high costs of existing money transfer systems based on barriers to entry and exclusivity at the same time as ensure financial integrity. The system generally works through majority participant agreement making transactions infeasible without blocked states with consensus being no longer possible. The SCP is based on decentralised control, low latency and delay, flexible trust and asymptotic security using digital signatures. Other different mechanisms including proof of work, proof of stake, Byzantine agreement and Tendermintr distinguished (figure 1). FBA uses update slots based on quorum slices with nodes agreeing updates to avoid contradictory and irreconcilable states. David Mazières, ‘The Stellar Consensus Protocol: A Federated Model for Internet-level Consensus’ (2015) White Paper. The new algorithm improves other Byzantine fault tolerance models by being unlimited in the possible number of connected machines with low energy waste. The model can also be used in other online scenarios including financial trading and property transfers. For comment, Cade Metz, ‘An Algorithm to Make Online Currency as Trustworthy as Cash’ Wired (4 August 2015).]  [89:  Connecting to Stellar is referred to as integration. The Stellar network is made up of servers using the Stellar Core software. Anchors hold deposits and issue credits in the network with credits being issued in return for corresponding deposits. Offers are held in an order book for each currency/issuer payer on the global ledger. An internal exchange mechanism also allows currency conversion by again matching offers. If direct offers do not exist, the system creates chains of intermediate currency conversion. ‘How it works’ available https://www.stellar.org/how-it-works/ Stellar is available for free with a nominal transaction fee (0.00001 XLM base) fee charged on each transaction to use with the software being made available under the Apache License version 2.0. Integrators are responsible for KYC and ALL compliance with Stellar having developed a compliance protocol to assist. All transactions on Stellar are public. While transactions are irreversible, assets can be frozen within 3-5 seconds if transfers are made in error.]  [90:  Stellar.org operates using a 5% retention of the initial coins for operational purposes and accepts tax deductable donations from the public. ‘Stellar.org's Business Model’ in ‘How it works’ (n). ]  [91:  ‘Stellar And Solving The Unexpected Tragedy of The Financial System ‘ (2 March 2015) pymnts.com.]  [92:  ]  [93:  ] 


(6)	Anonymity, Privacy, New Economy and Asset Digitalisation -
Dash, Monero, Auroracoin, NEM and NEO

Dash was launched as XCoin on 18 January 2014 by Evan Duffield. It was re-titled Darkcoin on 28 January 2014 and then Dash (from Digital Cash) on 25 March 2015. Dash uses a two tier incentivised network of master nodes and miners, instant transaction confirmation, increased fungibility and anonymity with an improved hashing algorithm x11.[footnoteRef:94] Block rewards are distributed with 45% to miners and master nodes each with the remaining 10% being retained for training and development purposes. The use of a decentralised governance and funding allocation mechanism makes Dash one of the first decentralised autonomous organisations (DAO) using miners, full node wallets and master nodes.[footnoteRef:95] Dash's DarkSend function was renamed PrivateSend in June 2016 which is a coin mixing service which uses CoinJoin to hide money payments.[footnoteRef:96] Dash uses C++ with the x11 hash algorithm with a combination of proof of work and proof of service. [94:  Miners use proof of work with master nodes carrying out separate PrivateSend, InstantSend and governance functions. Evan Duffield and Daniel Diaz, Dash: A Privacy-Centric Crypto-Currency White Paper (2014) available https://github.com/dashpay/dash/wiki/whitepaper. [https://www.dash.org.] ]  [95:  Dash users are Decentralised Governance by Blockchain (DGB) model to attempt to correct earlier governance deficiencies within the Bitcoin system. Master nodes are required to hold 1000 Dash collateral (around US$2500) which allows them to receive 45% reward through proof of service. The collateral makes it prohibitively expensive to launch a 51% attack. Master nodes are simply full nodes holding the 1000 Dash collateral amount with around 3000 master nodes in operation. Master node hosts vote on amendment proposals on a monthly basis with each proposal being subject to a 5 dash submission cost. Juan S Galt, ‘Dash – The First Decentralised Autonomous Organisation?’ Cointelegraph (12 September 2015). ]  [96:  CoinJoin was developed by Gregory Maxwell to allow parties to hide the direction of money transfers by combining separate payments. Gregory Maxwell, ‘CoinJoin: Bitcoin privacy for the real world’ Bitcointalk.org (22 August 2013). CoinShuffle was developed in 2014 by researchers at Saarland University, Germany, and allows CoinJoin transaction mixing without a trusted third party. Tim Ruffing, Pedro Moreno-Sanchez and Kate Aniket, ‘CoinShuffle: Practical Decentralised Coin Mixing for Bitcoin’ (14 August 2014).] 


Monero (XMR) was established on 18 April 2014 by pseudonymous Nicolas van Saberhagen.[footnoteRef:97] Monero is open source and uses C++ with proof of work. The initial White Paper was released in October 2013 which referred to the limitations with the Bitcoin model especially in terms of traceability and linkability of transactions with CryptoNote[footnoteRef:98] being used as a possible solution.[footnoteRef:99] CryptoNote[footnoteRef:100] was first used with Bytecoin which began in 2012 and was first released to public in March 2014.[footnoteRef:101] Concerns with the fungibility of Bitcoin had arisen which were considered to be tied to privacy with the ability to identify the historical use of specific coins.[footnoteRef:102] Monero attempts to ensure fungibility and substitutability through privacy which prevents specific coins from being blacklisted by other users.[footnoteRef:103] CryptoNote uses ring signatures which make it infeasible to determine which specific key within a group was used to generate a signature.[footnoteRef:104] Monero's privacy arrangements were strengthened in 2017.[footnoteRef:105] [Monero was created from a Bytecoin fork on 9 April 2014. With the original CryptoNote technology being developed further.[footnoteRef:106] Monero's values are stated to be security, privacy and decentralisation.[footnoteRef:107]] Monero's privacy use has attracted criticism due to its potential use by criminal operations.[footnoteRef:108] Cryptographic security was later taken forward further by Zcash.[footnoteRef:109] [97:  The coin originally referred to BitMonero (from coin in Esperanto by ‘thankful_for_today’ on a Bitcointalk forum) with the name being shortened to Monero five days later. [ ]]  [98:  (n).]  [99:  Nicolas van Saberhagen, ‘CryptoNote v2.0’ (17 October 2013) Monero White Paper.]  [100:  https://cryptonote.org. ]  [101:  https://bytecoin.org. [Bytecoin uses the CryptoNight algorithm with 120 second block time. Each coin is divisible down to 8 decimal places with a total number of 184.46 billion Bytecoins released. Bytecoin uses the Saberhagen, CryptoNote v2.0 (17 October 2013) White Paper.] [The Bytecoin developers were criticised for having pre-mined the majority of the coins before they were made available to public. Pete Rizzo, ‘Drugs, Code and ICOs: Monero's Long Road to Blockchain Respect’ Coindesk (4 February 2017.] [A first White Paper on CryptoNote v1.0 was released on 12 December 2012. https://cryptonote.org/whitepaper_v1.pdf.]]  [102:  Rizzo (n).]  [103:  Charles Bovaird, ‘What to Know Before Trading Monero’ Coindesk (28 May 2017). ]  [104:  Ron Rivest, Adi Shamir and Yael Tauman, ‘How to leak a secret’ Asiacrypt [2001] vol 2248, 552-565.]  [105:  Monero relied on hidden accounts, hidden transactions and trustless coin generation with transaction outputs to be hidden through Ring Confidential Transactions (RingCTs). Rachel Rose O'Leary, ‘Increased Hashrate Forces Premature Monero Hard Fork’ Coindesk (8 September 2017). ]  [106:  ‘Thankful_for_today’, ‘Bitmonero – a new coin based on CryptoNote technology – Launched’ Bitcointalk (9 April 2014) available https://bitcointalk.org/index.php?topic=563821.0 ]  [107:  https://getmonero.org/resources/about/ ]  [108:  Andy Greenberg, ‘Monero, the Drug Dealer's Cryptocurrency of Choice, Is On Fire’ Wired (25 January 2017) available https://www.wired.com/2017/01/monero-drug-dealers-cryptocurrency-choice-fire/ ]  [109:  Sub-section 5 (8). ] 


Auroracoin was created in February 2014 in Iceland by the pseudonymous designer Baldur Friggjar Odinsson.[footnoteRef:110] The objective was to avoid currency restrictions on the Icelandic krona adopted following the global financial crisis in 2008.[footnoteRef:111] 330,000 Auroracoins were to be issued with half being made available free to the residents of Iceland listed on the national database on 25 March 2014. Each person was to receive 31.8 Auroracoins (US$12.11) under an Airdrop. The Airdrop was carried out in three phases in March 2014, July-November 2014 and November 2014-March 2015 with the amounts that individuals would receive being increased to 636 coins per person due to a collapse in the value of the coin.[footnoteRef:112] Development was carried out through the Auroracoin Foundation established in March 2015. Auroracoin was based on Litecoin and used Scrypt with a new multi-algorithmic architecture being adopted in March 2016 based on DigiByte.[footnoteRef:113] [110:  Baldur was the son of the Norse God Odin and his wife Frigg. Ibid.]  [111:  Michael J Casey, ‘Auroracoin Already Third-Biggest Cryptocoin – And It's Not Even Out Yet’ The Wall Street Journal (5 March 2014) and Iceland's Foreign Exchange Act. ]  [112:  http://blockexploder.auroracoin.eu/claims.3.html. ]  [113:  Hans Lombardo, ‘Iceland's Auroracoin Moves from Litecoin to Multi-Algo DigitByte Codebase’ allcoinsnews (9 March 2016).] 


The NEM (New Economy Movement) digital currency was launched on 31 March 2015 created by a pseudonymous developer Utopian Future on a Bitcointalk forum.[footnoteRef:114] The New Economy Movement began on 19 January 2014[footnoteRef:115] with NEM to be set up as a clone or fork of Nxt and was then established using its own codebase.[footnoteRef:116] NEM is based on the principles of financial freedom, decentralisation, equality and solidarity.[footnoteRef:117] NEM uses Proof of Importance (PoI) rather than PoW (based on coin use and node activity), and a decentralised exchange with encrypted P2P messaging.[footnoteRef:118] The genesis block consisted of 4 billion NEM which was later raised to 8.9 billion with a one minute block turnover time. NEM also provides a domain naming system (Namespaces), a timestamping and notarisation facility (Apostille)[footnoteRef:119] and multisignature transactions which requires a specified minimum number of signatures from a signatory group to authorise a transaction. NEM uses the EigenTrust++ algorithm as a reputation system which protects the integrity of a network through the monitoring of node behaviour. EigenTrust was developed by Sep Kamvar, Mario Schlosser and Hector Garcia-Molina at Stanford University with peers within a network system having unique global trust values based on past uploads.[footnoteRef:120] NEM is developed through the NEM Foundation.[footnoteRef:121] Tech Bureau in Japan and its coin exchange, Zaif, agreed to develop a new blockchain engine, Catapult, in partnership to replace the earlier Mijin platform.[footnoteRef:122] 523 million ($400 million) XEM coins were stolen from the Japanese digital currency exchange Coincheck on 26 January 2018 with subsequent coin transactions being tagged and the NEM system without the need for a hard fork.[footnoteRef:123]  [114:  Armand Tanzarian, ‘An Introduction to the New Economy Movement’ Cointelegraph (13 August 2014). ]  [115:  The objective was to transfer the power of the economy back to the people with an easy, fair and even distribution of wealth. The objective was to create a community based coin. Sean Mikha, ‘How I Got $1500 for Commenting On An Article’ Let's Talk Bitcoin (10 July 2014). ]  [116:  Matthew Warner, ‘ChronoBank partners with NEM to create CronoNEM wallet’ Allcoinsnews (6 February 2017). ]  [117:  Ibid.]  [118:  ‘An Introduction to the New Economy Movement’ (n).]  [119:  [NEM users and NEM Infrastructure Server (NIS) with clients including the NEM Community Client (NCC). A NanoWallet is provided. The NCC and NanoWallet can be protected through an air gap which physically isolates secured and unsecured networks. Classified (high side or red) and unclassified (black or low side) data transfers are strictly controlled to protect the integrity of the secure network. Air gaps were originally developed as part of the Bell-La Padula Model (BLP) used to protect government and military systems. David Elliott Bell and Leonard J LaPadula, ‘Secure Computer Systems: Mathematical Foundations’ Mitre (1 March 1973).]  [120:  This is based on a transitive trust with peers trusting peers trusted by other peers. Kamvar, Schlosser and Garcia-Molina, ‘The EigenTrust algorithm for reputation management in peer to peer networks’ Proceedings of the 12th International Conference on World Wide Web (20-24 May 20013). ]  [121:  https://nem.io/about/foundation/. ]  [122:  Mijin was developed by Tech Bureau in Osaka. Mijin allows companies to develop permissioned blockchain platforms on peer to peer networks with zero downtown, low cost and high performance data sharing. The system is claimed to be fast, safe and inexpensive. This could be used in the areas of payment services, online games, airline mile programs, financial and governance systems. Mijin should reduce infrastructure cost by 90%. A Mijin was a three chain samurai weapon.  B Holmes, ‘Japanese Company, Tech Bureau, Launches Private Blockchain Project’ Bravenewcoin (26 September 2015). [Vitalek Buterin has summarised the advantages of private blockchains in terms of allowing rules to be changed more easily, transactions to be reverted and balances to be modified. Public blockchains also have ‘philosophical virtues’ especially in terms of freedom, neutrality and openness. Private blockchain use is also supported by Digital Holdings which acquired Hyperledger in 2015. Blythe Masters, …. Jon Matonis, founding director of the Bitcoin Foundation, has criticised the possible use of blockades in permissioned blockchains which can prevent open access and recreate cartels. B Holmes, ‘Japanese Company, Tech Bureau, Launches Private Blockchain Project’ Bravenewworld.com (26 September 2015). Vitalik Buterin, ‘On Public and Private Blockchains’ Ethereum Blog (7 August 2015).]]  [123:  NEM refused to execute a hard fork as the funds had been removed due to security failures by Coincheck rather than on the NEM blockchain. An automated tagging system was created within two to four days to trace the funds to prevent them being cashed into official currencies. Joseph Young, ‘$530 Mln in XEM Stolen From Coincheck Can Be Traced, NEM Team Confirms’ Cointelegraph (27 January 2018). ] 


The NEO digital coin was released in February 2014 by the development company Onchain and creator Da Hongfei.[footnoteRef:124] NEO was originally referred to as AntShares which was launched in 2014 and then renamed NEO in June 2017.[footnoteRef:125] NEO was intended to provide a decentralised and distributed ledger protocol that can digitalise real world assets facilitating registration, custody, transfer, trading and clearing and settlement through a peer to peer network.[footnoteRef:126] The objective is to create a Smart Economy based on Digital Assets (programmable assets in the form of electronic data), Digital Identity (for individuals, organisations and other entities in an electronic form) and SmartNeoContracts (using NEO's Universal Lightweight Virtual Machine (NEOVM) which can be coded using C#, Java, Python and other generic coding languages).[footnoteRef:127] NEO tokens are used to manage the network, including voting on consensus decisions, with GAS being used to cover service fees on the blockchain.[footnoteRef:128] Neo is intended to operate as a cross-blockchain transaction platform. Consensus is arrived at using a Byzantine Fault Tolerance Algorithm (dBFT) protocol. NEO can process 1000 transactions per second (TPS) and may be able to reach 10,000 TPS over time.[footnoteRef:129] [124:  Onchain was set up by Hongfei and AntShares CTO Erik Zhang to provide consulting and development services in China. Onchain became a member of Hyperledger and partnered with Microsoft China in 2016 and works with the Chinese Government. Blockchain was referred to within the Chinese Government's 2017 5 Year Plan (The 13th Five-Year Plan_Final_2.14.17_Updated (002).pdf ) with China creating ‘The National Blockchain Standard’ ( ) and with FinTech being promoted by the PBOC (PBOC, ‘Strengthened foundation, Increased safety, Promote innovation, Develop standardisation and Improve regulation’ (2017)). Alex Moskov, ‘Cryptocurrency Industry Spotlight: Who is NEO's Da Hongfei?’ Coincentral (23 January 2018). OnChain also created Ontology (ONT) tokens with one ONT being provided for every holding of five NEO through an airdrop in March 2018. Ontology is a separate high performance blockchain and distributed trust collaboration platform set up in 2017 which operates on the basis of a new distributed trust system incorporating multiple trust types within an integrated protocol for blockchain and database use. Ontology (2017) White Paper available https://ont.io/wp/ontology-introductory-white-paper-en.pdf. Ontology partnered with Chain of Things (COT) to combine their chain and intelligent hardware networks to support community and business based trust identification, collaboration transactions and trust transfer. Ontology released its first set of projects on GitHub in March 2018. Ontology, ‘The First Open Letter to the Ontology Technology Community’ (30 March 2018) available https://medium.com/ontologynetwork/the-first-open-letter-to-the-ontology-technology-community-865fe024ae1f. ‘COT Becomes Ontology's First Intelligent Hardware and IoT Technology Strategic Partner’ (29 May 2018) available https://medium.com/ontologynetwork/cot-becomes-ontology's-first-intelligent-hardware-and-iot-technology-strategic-partner-1404dce71868. ]  [125:  https://en.m.bitcoinwiki.org/wiki/neo. ]  [126:  NEO White Paper available https://www.docs.neo.org/en/us/ ]  [127:  https://neo.org. ]  [128:  NEO tokens are limited to 100 million with 50 million being sold to investors and 50 million retained for development purposes within a NEO smart contract. 100 million GAS will also be created over a 22 year period with eight tokens being released for each block with this decreasing by one token per 200 million blocks until one GAS per block. 
‘NEO’ available https://en.m.bitcoinwiki.org/wiki/neo. ]  [129:  ‘NEO’ (n). ] 


(7)	Stablecoins – 
Tether, True USD, Paxos, Centre and Gemini

Stablecoins have their value fixed to sum other asset or collection of assets. The objective of stablecoins is to reduce price volatility in cryptocoins and tokens. [Stablecoins also allow improved currency price trading, support portfolio diversification, increased digital currency adoption and promote the construction of a wider digital ecosystem.[footnoteRef:130] Disadvantages include centralisation, need for a third party custodian, auditability, collateralisation, maintenance cost, redeemability, stability of pegging and transparency.[footnoteRef:131]] This allows them to be used for payment purposes and hedging and possibly to limit inflation longer term.[footnoteRef:132] Stablecoins may either be fiat currency backed, commodity backed, cryptocurrency backed or issued on a seigniorage basis with the supply being expanded or contracted to stabilise the value using algorithms.[footnoteRef:133]  [130:  Alyze Sam, ‘2019 Complete StableCoin Guide’ Hackernoon (29 January 2019). ]  [131:  Ibid.]  [132:  See, for example, Bilal Memon, ‘Guide to Stablecoin: Types of Stablecoins & Its Importance’ available https://masterthecrypto.com/guide-to-stablecoin-types-of-stablecoins/. ]  [133:  Ibid. ] 


Realcoins were released on 6 October 2014 with the coin being renamed Tether on 20 November 2014.[footnoteRef:134] Tether used the Mastercoin protocol which provides an asset exchange layer. CEO Collins described Tether as a service with a token that represents US dollars with a digital tie to the real world.[footnoteRef:135] [ ] Tether tokens were subsequently made available in Euros and Japanese Yen as well as US dollars. Tether would later be made available through the Omni layer on Litecoin. A separate dispute arose with Wells Fargo.[footnoteRef:136] [ ] While Tether claimed that each token was backed by US dollars this was later changed in March 2019 to include reference to dollars or loans to affiliate companies.[footnoteRef:137] [134:  Realcoin was originally set up by Brock Pierce, Reeve Collins and Craig Sellars. Pete Rizzo, ‘Realcoin Rebrands as ‘Tether’ to Avoid Altcoin Association’ Coindesk (25 April 2018). [The Mastercoin Foundation was later renamed the Omni Foundation. Pete Rizzo, ‘Mastercoin Seeks Second Start With Omni Reboot’ Coindesk (21 January 2015).]]  [135:  Ibid. [Mastercoin was created by building a protocol layer on top of Bitcoin which will allow new currencies to be created using the Bitcoin blockchain. Willet had been concerned that Altcoins had diluted the relevance of Bitcoin. David Gilson, ‘Master Coin to create new altcoins in Bitcoin's blockchain’ Coindesk (25 August 2013).]  [136:  Tether threatened to sue Wells Fargo in 2017 after international dollar transfers were blocked using Taiwanese banks although the action was subsequently halted. Stan Higgins, ‘Bitfinex Withdraws Lawsuit Against Wells Fargo’ Coindesk (13 April 2017). ]  [137:  Izabella Kaminska, ‘Crypto tethers as the new euro dollars’ The Financial Times (15 September 2017). ] 


Tether was referred to as the first official currency pegged digital coin. Tether was originally set up as Realcoin in July 2014 by Brock Pierce in Santa Monica. Realcoin was to be tied to the US dollar although this is based on the same model as Coinaaa (AAA) which was tied to the Norwegian krone (NOK).[footnoteRef:138] Realcoin was based on the Mastercoin protocol which was originally launched in December 2013 under GR Willet.[footnoteRef:139] Realcoin was later renamed Tether in 2014 to reflect its functionality more accurately.[footnoteRef:140] Tether Holdings Ltd was set up in the British Virgin Islands in 2014 with a separate Tether Ltd in Hong Kong. The Tether White Paper states that Tethers are fully reserved in a one to one ratio with Tether using Proof of Reserves implementation protocol subject to external audit. Tether uses an Omni Embedded Consensus System (ECS) and an Omni Wallet.[footnoteRef:141] Issues arose as to the validity of the Tether reserves and the relationship between Tether and the trading platform Bitfinex which was originally set up in December 2012.[footnoteRef:142] $31 million of tokens were stolen in November 2017 with Tether suspending trading and stating that it would create a hard fork to recover the lost tokens.[footnoteRef:143] [138:  ‘AAA Coin Initial Coin Offering ICO’ (2017) White Paper available https://aaacoin.us/wp-content/uploads/2017/09/aaacoin-white_paper.pdf. ]  [139:  Mastercoin provided a programmable ‘money layer’ on top of the Bitcoin blockchain to allow digital coins to be tied to official currencies, commodities or precious metals. The Mastercoin Foundation, under executive director Ron Gross, raised £5 million (4700 BTC) through an initial sale organised by David Johnston of BitAngels. Nermin Hajdarbegovic, ‘Mastercoin Foundation Lets Virtual Currencies Use Bitcoin Protocol’ Coindesk (6 December 2013). ]  [140:  Tether CEO, Reeve Collins, explained that Tether was not an altcoin or a blockchain but a service using a token that represented dollars with Tether creating a digital tie to a real world asset. Pete Rizzo, ‘Realcoin Rebrands as ‘Tether’ to Avoid Altcoin Association’ Coindesk (20 November 2014).]  [141:  Tether is built on the Bitcoin blockchain with a separate second layer Omni protocol to grant and provoke digital tokens, track and report circulation and allow transactions in a P2P, open source multi signature environment. Tether Ltd operates as the third layer accepting fiat deposits and issuing corresponding Tethers, managing withdrawals, providing custody services, reporting Proof of Reserves, managing integrations and operating the Tether.to web wallet. Tether White Paper (n) 6-7.]  [142:  Nathaniel Popper, ‘Warning Signs About Another Giant Bitcoin Exchange’ The New York Times (21 November 2017).]  [143:  Bitfinex had earlier lost 1500 Bitcoins in May 2015 and $72 million in Bitcoin in 20 16 through hacking. Bitfinex had been fined $75,000 by the US Commodity and Futures Trading Commission (CFTC) for providing illegal off-exchange financed commodity transactions in Bitcoin and other digital currencies. ‘Crypto-currency company reports $31 million raid’ BBC News (21 November 2017); Stan Higgins, ‘Tether Claims 30 Million in US Dollar Token Stolen’ Coindesk (21 November 2017); and ‘Bitcoin Worth $72M Was Stolen in Bitfinex Exchange Hack in Hong Kong’ Fortune (3 August 2016). ] 


Currency backed stablecoins include True USD (TUSD),[footnoteRef:144] Paxos Standard (PAX),[footnoteRef:145] Centre,[footnoteRef:146] Gemini Dollar (GUSD)[footnoteRef:147] and Bitcoin Air (USDAP).[footnoteRef:148] Commodity backed stablecoins include Digix Gold Tokens.[footnoteRef:149] Cryptocurrency tied stablecoins include MakerDAO.[footnoteRef:150] [144:  True USD was created by Rafael Cosman, Danny An and Stephen Kade in September 2017 in San Francisco. TUSD tokens are redeemable on a one to one basis for US dollars. Funds are transferred to third part escrow accounts following completion of anti-money laundering (AML) and know your customer (KYC) checks with an equal amount of TUSD being created in the users' Ethereum address. TUSD are fully redeemable and collateralised against US dollars. https://www.trusttoken.com/trueusd/. ]  [145:  The Paxos StandardToken (PAX) is tied to the US dollar on a one to one basis and was developed by the Paxos Trust Company LLC. The purpose is to create a stable token that can be used for exchange rather than speculative purposes. Paxos is issued on the Ethereum ERC20 Token Standard Interface. The company is registered with the New York State Department of Financial Services (NYSDFS). https://www.paxos.com. ]  [146:  Centre was established to allow digital wallets to communicate and be interconnected. The objective is to counteract ‘walled garden’ effects with platforms operating on a separate and isolated basis. Centre was created by the blockchain start-up Circle. Circle raised $20million in a Simple Agreement for Future Tokens (SAFT) sale in December 2017 with CENT tokens to be released to the public subsequently.  Circle has developed a separate smart contract ‘Spark’ for settlement purposes. USD Coin (USDC) was subsequently issued by Centre as an Ethereum ERC20 token.  https://www.centre.io. Centre White Paper (May 2018) available https://www.centre.io/pdfs/centre-whitepaper.pdf. ]  [147:  Gemini Dollars were launched in September 2018 to allow conversion of US dollars into digital Gemini Dollars on a one to one basis using the Ethereum ERC20 token standard. GUSD are issued by the Gemini Trust Company LLC with dollars being held at State Street Bank and Trust Co. Monthly auditing is provided through DPM LLP. Gemini Trust Company, ‘The Gemini Dollar: A Regulated Stable Value Coin’ White Paper available https://gemini.com/wp-content/themes/gemini/asssets/img/dollar/gemini-dollar-whitepaper.pdf. ]  [148:  Bitcoin Air was created as a multicurrency green stablecoin merchant platform backed by Carbon Credit Assets and allowing the mining of credit assets. Bitcoin Air uses Proof of Work (PoW) and Proof of Stake (PoS) on SHA256. Bitcoin Air was distributed through an AirDrop in 2018 against Bitcoin and PeerCoin Holdings as a bitcoin PeerCoin fork. Bitcoin Air uses an off-chain decentralised reserves system. https://bitcoinair.org. ]  [149:  Digix Gold Tokens were launched in December 2014 in Singapore. Digix tokens are held on the Ethereum blockchain and backed 99.99% using gold bars approved by the London Bullion Market Association (LBMA). This allows for the tokenisation of gold with verification provided using a Proof of Provenance (PoP) protocol. Two currencies are made available with Digix Gold (DGX) and DigixDAO (DGD). https://digix.global. ]  [150:  Maker is pegged to the US dollar and was created on the Ethereum blockchain. Makers claim to be a utility token. Maker is the decentralised autonomous organisation that manages the volatility of the stablecoin Dai. Dai is backed by collateral held in smart contracts on the Ethereum blockchain.  ‘Maker’ available https://en.bitconwiki.org/wiki/maker#dai_stablecoin. ] 


Other coins have been tied to official currencies. [NuBits was launched on 23 September 2014 by Peershares and developer Jordan Lee as a seigniorage stablecoin tied to the US dollar with the currency managed through a Decentralised Autonomous Organisation (DAO).] NuBits operates using six ‘Liquidity Tiers’ with NuBits providing its own wallet system. While some stablecoins have had difficulties in maintaining their peg value, such as with NuBits, others have closed down for regulatory reasons with capital being returned to investors, such as with Basis.[footnoteRef:151] While unbacked seigniorage stablecoin NuBits was intended to maintain its value with the dollar on a one to one basis, its value collapsed on occasions to less than 0.50 dollars and 0.35 dollars.[footnoteRef:152] It remains to be seen whether stablecoins will be able to protect their value and perceived stability advantages longer term. [151:  Basis raised $133 million in April 2018 with this being returned in December 2018 due to US securities regulation issues. ‘Cryptocurrency project Basis to shut down and return funding to investors’ Reuters (13 December 2018).]  [152:  Jordan Lee, Nu (23 September 2014) White Paper available https://nubits.com/nuwhitepaper.pdf.] 


(7)	Smart Contracts – 
	Ethereum, IOTA and Qtum

Smart functionality was developed within new blockchain platforms with Nxt and later Ethereum.[footnoteRef:153][footnoteRef:154] [Other platforms developing smart contracts include Colored Coins and Mastercoin built on Bitcoin and QuixCoin and Bitcloud using separate networks.[footnoteRef:155]] Nxt was a separate open source digital coin created on 24 November 2013 by the pseudonymous BCNext.[footnoteRef:156] Nxt was the first digital coin to use proof of stake as a consensus mechanism. Nxt operates an Asset Exchange with coins being ‘coloured’ to allow them to be linked to physical world assets.[footnoteRef:157] Nxt was designed to facilitate the development of other applications and facilities built on the blockchain including smart contracts.[footnoteRef:158]  [153:  Other developers included Mihai Alisie, Anthony Di Iorio and Charles Hoskinson. Vitalik Buterin, ‘Ethereum: Now Going Public’ (23 January 2014).]  [154:  The formal announcement of Ethereum was on 25 January 2014 with an Ethereum Yellow Paper published by Gavin Wood in April 2014.  Dr Gavin Wood, ‘Ethereum: A Secure Decentralised Generalised Transaction Ledger’ (April 2014) EIP-150 Revision. The first Ethereum conference (DEVCON 0) was held in Berlin in November 2014. On the history of Ethereum, Taylor Gerring, ‘Cut and try: building a dream’ Ethereum blog (9 February 2016) available https://blog.ethereum.org/2016/02/09/cut-and-try-building-a-dream/. ]  [155:  ]  [156:  The proposed launch of Nxt was announced by BCNext on Bitcointalk.org on 28 September 2013 with a Bitcoin fundraising closing on 18 November 2013 before one million Nxt coins were distributed to 73 stakeholders through the genesis block. It was reported that only 90 forum members participated below the 250 expected. Rene Peters, ‘What Is Nxt Coin (NXT)?’ Captainaltcoin.com (12 December 2017). [Earlier coins attracted the nations on internet fora sites, such as Bitcointalk, before formal ICOs were used. Forum donations were requested, for example, with regard to Nxt and ….]]  [157:  Nxt allows digital asset creation (which can represent any other asset), asset exchange (for decentralised trading), short form Aliases, other currency creation (through the Nxt Monetary System), the transfer of information through a data cloud, a digital marketplace, encrypted messaging, phased transactions (conditional), shuffling (anonymity), and voting through polling with up to 100 voting options with Alternative Voting systems (AVSs) also being available. https://nxtplatform.org/overview-main-features/ ]  [158:  Nxt has provided a suite of Smart Transaction templates with a specific Ardor Blockchain-as-a-Service (BaaS) platform and other plug-in facilities. Andrew Marshall, ‘Nxt/Ardor Platform to Make Blockchain Cheaper and Safer’ (27 July 2016).] 


Ethereum was initially released on 30 July 2015 and was designed by Russian Canadian programmer Vitalik Buterin. The objective was to create a blockchain model that would allow smart contracts using Scrypt language running automated functions. The Ethereum blockchain uses a built-in Turing[footnoteRef:159] complete programming language[footnoteRef:160] which allows anyone to write smart contracts and decentralised applications using their own ownership rules, transaction formats and state transition functions.[footnoteRef:161] Ethereum philosophy is based on simplicity, universality, modularity, agility and non-discrimination and non-censorship.[footnoteRef:162] 11.9 million Ether coins were sold through a pre mined crowdsale in July 2015. Ethereum Switzerland GmbH had been set up in Switzerland in 2014 to develop the software with a separate Ethereum Foundation (Stiftung Ethereum) being established in …. A separate Enterprise Ethereum Alliance (EEA) was set up in March 2017 to develop a common standard version of Ethereum for business use. A number of versions of the software have been produced including Olympic (0), Frontier (1.0), Homestead (2.0) and Metropolis (3.0 using Byzantium) with Metropolis (3.5 using Constantinople) and Serenity (4.0) to follow.[footnoteRef:163]  [159:  Turing complete generally means that the system can solve any computational problem and more specifically any problem that a Turing machine can resolve with an appropriate algorithm and time and memory. A Turing machine is an abstract machine using an infinite strip of tape divided into cells that can carry out any calculation. The machine was invented by English computer scientist, Alan Turning, in 1936. See, for example, Andrew Hodges, Alan Turing: The Enigma (Princeton University Press 2012).]  [160:  ]  [161:  ‘Ethereum’ in Buterin, ‘A Next-Generation Smart Contract and Decentralised Application Platform’ (28 March 2015 as amended) White Paper.]  [162:  Ibid. ]  [163:  https://www.ethereum.org. ] 


Ether is used as a digital coin[footnoteRef:164] with Gas being used as an internal transaction fee based on the amount of work and action it takes to carry out. The Ethereum Virtual Machine (EVM) is used to hold smart contracts run on Ethereum.[footnoteRef:165] Ethereum uses the Ethash[footnoteRef:166] algorithm for proof of work with a 14-15 second block time. Ethereum provides a new line for smart contracts with Solidity, supports Kickstart crowdsales and allows the creation of democratic autonomous organisations (DAOs) and any other form of decentralised application.[footnoteRef:167] A specific Decentralised Autonomous Organisation (DAO) was launched on 30 April 2016 on the Ethereum blockchain which raised 11.5 million ($150 million) in Ether from 11000 investors with 3.6 million Ether being removed in an attack on 17 June 2016.[footnoteRef:168] A hard fork was created for Ethereum with the original blockchain continuing as Ethereum Classic. [164:  Buterin used ether (or luminiferous aether) which referred to the supposed medium used for the propagation of light. Vitalik Buterin, ‘So where did the name Ethereum come from?’ Ethereum Community Forum (March 2014).   ]  [165:  The EVM is a protected distributed ‘sandbox area’ (virtual machine) through which contract execution is carried out. It is a 256 bit register stack which allows isolated (sandboxed) execution on a deterministic basis with payment being made up front to prevent Denial of Service (DoS) attacks. ‘Notes on the EVM’ available https://github.com/coinculture/evm-tools/blob/master/analysis/guide.nd. ]  [166:  Ethash (originally Dagger Hashimoto) uses Keccak which was later standardised in SHA-3. Vitalik Buterin, ‘Dagger: A memory-hard to compute, memory-easy to verify Scrypt alternative’ (2013) available https://www.hashcash.org/papers/dagger.html. ]  [167:  https://www.ethererum.org ]  [168:  The funds were raised in a 28 day crowdsale in April May 2016 with vulnerabilities being revealed in May and June 2016 before one third of the Ether was removed on 17 June 2016 and placed in a 28 day holding account. Nathaniel Popper, ‘Hacker May Have Taken $50 million From Cybercurrency Project’ The New York Times (17 June 2016). Members of the Ethereum community disagreed as to whether the funds should be retrieved as the action was permitted under the rules. Rob Price, ‘Digital currency Ethereum is cratering because of a $50 million hack’ Business Insider (17 June 2016). ] 


IOTA was created in 2015 as a new blockless distributed ledger model with a fixed 2.8 trillion IOTA supply.[footnoteRef:169] The IOTA Foundation was established in 3 November 2017 as a non-profit corporation in Germany to manage funding and development.[footnoteRef:170] IOTA uses Direct Acyclic Graph (DAG) technology with its ‘Tangle’ implementation model.[footnoteRef:171] The transaction based system allows fast transaction and confirmation times and supports scalability. IOTA is intended to support secure communications and payments including between machines as part of the Internet of Things. This supports the development of new B2B opportunities and sale of technological resources including computer capacity and data storage. Data transfer can also be used to improve eGovernance including e-voting.[footnoteRef:172]   [169:  IOTA was created by David Sonstebo, Sergey Ivancheglo, Dominik Schiener and Serguei Popov. ‘IOTA’ available https://en.m.bitcoinwiki.org/wiki/iota. ]  [170:  The principal goals are research, development, education and standardisation with the Foundation being funded through holdings of IOTA tokens, grants and donations. The Foundation has a Governing Board, a Supervisory Board and an Advisory Board. IOTA was established within the EU to share its fundamental commitments of good government, rule of law and human prosperity. ‘IOTA for Regulators and Policymakers’ available https://www.iota.org/get-started/for-regulators-and-policymakers.  https://www.iota.org/the-foundation/the-iotafoundation. ]  [171:  Transactions are held together in direct relations rather than using a blockchain. Participants validate two previous transactions and are rewarded by validating their own transaction on a ‘pay-it-forward’ validation system without separate financial reward. No transaction fees are imposed. The system can also be used to store information rather than simply transactional values. A ‘Coordinator’ is used in the early stages before the network is opened to all transaction users. An earlier hash function, Curl, was replaced by a revised version of SHA-3 (Kerl) using ternary ( ) rather than binary operations.  ‘What is IOTA?’ available https://www.iota.org/get-started/what-is-IOTA. [Serguei Popov, ‘The Tangle’ (1 October 2017) IOTA White Paper Version 1.3 available https://iota.readme.io/docs/whitepaper.] [On the IOTA token, https://iotatoken.io.  ]  [172:  ‘IOTA’ (n).] 


The Qtum platform is a decentralised open source smart contracts and value transfer protocol that attempts to bridge Bitcoin and Ethereum technologies. Qtum was created by the Singapore based Quantum Foundation with an ICO in March 2017.[footnoteRef:173] The platform provides a toolkit to allow businesses to develop smart contract functions.[footnoteRef:174] Qtum uses a Value Transfer Protocol (VTP) to facilitate value transfers and the construction of decentralised application platforms in the financial services, IoT, supply chain management, social media, gaming and other industries.[footnoteRef:175] Qtum uses a UTXO (unspent transaction output) model from Bitcoin although this is extended for use in relation to smart contracts within the Ethereum EVM and with a proof of stake consensus protocol. [173:  ‘Qtum’ available https://en.m.bitcoinwiki.org/wiki.qtum. ]  [174:  Patrick Dai, Neil Mahi, Jorgan Earls and Alex Norta, ‘Smart-Contract Value-Transfer Protocols on a Distributed Mobile Application Platform’ (Qtum White Paper); and Qtum Foundation, Qtum Blockchain Economy White Paper ( ). ]  [175:  Qtum uses a smart ‘Master Contract’ model, secure compatibility with different blockchain technologies, permit industry focus consensus mechanisms, take regulations into account including with the provision of a special ‘Identity’ module and ensure real world interaction through off-chain inputs. Qtum Blockchain Economy White Paper (n).] 


(8)	Zero Knowledge Proofs, Digital Tokens and Sharding -  
Zcash, Waves, Zilliqa and BitConnect

Zcash (ZEC) was launched on 28 October 2016 and uses zero knowledge proof. Zcash was originally set up by Zooko Wilcox and was based on the Zerocoin project which attempted to resolve the privacy issues in Bitcoin.[footnoteRef:176] The protocol was used to develop the Zerocash system which has been managed by the Zerocoin Electric Coin Co or Zcash.[footnoteRef:177] Transactions on Zcash can either be shielded or non-shielded with private transactions also being subject to selective disclosure to provide proof of payment.[footnoteRef:178] Zcash uses the Equihash algorithm with proof of work. It is built on C++ with a fixed 21 million unit supply. Zcash was improved through an Overwinter hard fork in June 2018.[footnoteRef:179] While Zcash provides optional anonymity with shielded transactions, most transactions were transparent with substantial linkability being created between funds transferred in and out of the shield (round tripping).[footnoteRef:180] [176:  https://www.zerocoin.org. ]  [177:  Edward Snowden had referred to Zcash as the solutions to the surveillance risks within Bitcoin. John Southurst, ‘Snowdon: Anonymous ‘Zcash’ Could Solve Bitcoin Surveilling Risk’ Bitcoin News (7 June 2016).]  [178:  Bitcoins are referred to as non-anonymous which can be converted into anonymous zerocoins. Shielded transactions use zero knowledge proof or protocol to allow one party to confirm a value without communicating any separate information. Zero knowledge proof confirms the holding of knowledge without revealing the knowledge concerned. Zero knowledge proof is based on completeness, soundness and zero knowledge. They were originally developed by Shafi Goldwasser, Silvio Micali and Charles Rackoff, ‘The Knowledge Complexity of Interactive Proof-systems’ CIAM Journal on Computing [1989] 18 (1) 186-208. Zcash uses non-interactive zero knowledge proofs which remove the need for an interaction between the prover and verifier using ‘zk-SNARKs’ (zero-knowledge succinct non-interactive argument of knowledge). Zerocash uses advances in zk-SNARKs to construct Decentralised Anonymous Payment (DAP) schemes with Zerocash being a practical instantiation of the DAP scheme produced. Eli Ben-Sasson, Alessandro Chiesa, Christina Garman, Matthew Green, Ian Miers, Eran Tromer and Madars Virza, ‘Zerocash: Decentralised Autonomous Payments from Bitcoin’ (18 May 2014) available https://www.zerocash-project.org/media/pdf/zerocash-extended-20140518.pdf. ]  [179:  https://z.cash/upgrade/overwinter.html. ]  [180:  Jeffrey Quesnelle, ‘On the linkability of Zcash transactions’ Cornell University (4 December 2017) arXiv: 1712.01210. ] 


The Waves platform was created to allow users to create their own digital tokens by the Russian physicist, Alexander Ivanov, on 7 June 2016. This followed a crowdsale in April and May 2016 which raised $60 million (30,000 bitcoins).[footnoteRef:181] Coinomat was created to allow official currency to be converted into waves tokens.[footnoteRef:182] Waves uses Proof of Stake (PoS) and is built on the Scala programming language. 100 million Waves tokens were created following the crowdsale.[footnoteRef:183] Waves is developed by the Waves Platform AG in Switzerland. Other coins launched in 2016 include Decred (DCR),[footnoteRef:184] [181:  ‘Waves Platform – ICO Summary, Post-ICO Calendar’ available https://blog.wavesplatform.com/waves-platform-ico-summary-post-ico-calendar-c37c27721cbd. ]  [182:  https://coinomat.com. ]  [183:  Miners Reward Tokens (MRTs) are provided on the creation of each new block with Waves Community Tokens (WCTs) being made available on a monthly basis to Waves holders in proportion to average monthly balances. A Waves-NG consensus algorithm is used based on Bitcoin-NG which speeds up transaction times by pre-selecting nodes to vet future transactions. Waves may allow smart contract function. Sasha Ivanov, Waves White Paper available https://wavesplatform.com/files/images/whitepaper_v0.pdf. ]  [184:  Decred was released on 1 February 2016 and created by the Chicago based Company Zero using a hybrid PoW and PoS consensus protocol creating Proof of Activity (PoA). Iddo Bentov, Charles Lee, Alex Mizrahi and Meni Rosenfeld, ‘Proof of Activity: Extending Bitcoin's Proof of Work via Proof of Stake’ available https://citeseerx.ist.psu.edu/viewdoc/summary;jsessionid=7edf5c4b4c28fob64a8bf68d9f76ac6?doi=10.1.1.651.68. PoA uses PoW initially to require miners to resolve a cryptographic challenge with block templates being produced which are used to appoint validators to sign the block failing which another block is selected. Other consensus mechanisms include Proof of Burn (PoB), Proof of Capacity (PoC) and Proof of Elapsed Time (PoET). Amy Caster, ‘A (Short) Guide to Blockchain Consensus Protocols’ Coindesk (4 March 2017). Hybrid models can nevertheless generate both PoW difficulties with excessive energy use and the lack of disincentive to breaching consensus through double signing in PoS systems. ] 


Zilliqa (ZIL) was set up in Singapore and London in 2016.[footnoteRef:185] Zilliqa (ZIL) is an Ethereum token intended to significantly increase scalability through the use of sharding. Zilliqa intends to secure transaction rates 1000 times faster than Ethereum using a special purposes smart contract language and execution environment.[footnoteRef:186] Zilliqa achieved over 2,828 transactions per second in its test net.[footnoteRef:187] Zilliqa uses PoW for miner verification to prevent attacks and Practical Byzantine Fault Tolerance (PBFT) for consensus to reduce earlier inefficiencies.[footnoteRef:188]  [185:  Xinshu Dong CEO, Yaoqi Jia CTO and Amrit Kumar CSO with En Hui Ong Head of Business Development. https://Zilliqa.com/team.html. ]  [186:  The Zilliqa Team, The Zilliqa Technical White Paper (10 August 2017) v 0.1.]  [187:  https://zilliqa.com/about-us.html. ]  [188:  The Zilliqa Team, The Zilliqa Project: A Secure, Scalable Blockchain Platform (May 2018) v 1.0.] 


[BAT is made available through the Brave web browser. Brave is an open source web browser developed by Brendan Eich at Brave Software Inc who had previously created on 28 May 2015 the JavaScript programming language. Brave provides new user reward functions with BAT currency. Brave was based on Google's Chromium web browser. Brave was launched on 20 January 2016.[footnoteRef:189] Brave allows simple approved advertisements (white lists) but blocks other advertisements and data collection tools including analytics scripts and impression-tracking pixels.[footnoteRef:190] Advertisement revenues are shared with browser users.] [189:  Anthony Ha, ‘With Brave Software, JavaScript's Creator Is Building A Browser For The Ad-Blocked Future’ TechCrunch (16 July 2018). ]  [190:  Ibid.] 


BitConnect (BCC) had initially been released on 15 February 2016 with an ICO between 15 November and 31 December 2016.[footnoteRef:191] Four million tokens were released through the ICO with the total number capped at 28 million. BitConnect used the Scrypt hashing algorithm and with hybrid PoW and PoS.[footnoteRef:192] The value of BCC collapsed from $463 in December 2017 to $5.92 at the end of January 2018. BitConnect was suspected of being a ponzi scheme with a cease and desist order being issued by authorities in Texas and North Carolina on 16 January 2018. A freezing order was issued in Kentucky on 31 January 2018.[footnoteRef:193] [191:  https://bitconnect.co. ]  [192:  https://github.com/bitconnectcoin/bitconnectcoin/bolb/masterarmeadme.md. ]  [193:  Olga Kharif, ‘BitConnect Closes Exchange as States Warn of Unregulated Nikhilesh De, ‘US Court Freezes Bitconnect Assets as Lawsuits Mount’ Coindesk (31 January 2018). ] 


(9)	Digial Coin Experimentation and State Coins -
Bytom, EOSIO, VeChain, ADA, IOST, [KodakCoin], Petro and Petrogold 

Bytom (BTM) in China was set up in January 2017 to hold tokenised assets in a decentralised network. Bytom attempts to map physical and digital assets and facilitate interoperability.[footnoteRef:194] Bytom uses a side chain referred to ‘Vapor’ with an underlying interactive ‘Federation’ protocol.[footnoteRef:195] Bytom attempts to connect the physical (Atomix) and digital (Byte) worlds.[footnoteRef:196] [194:  ]  [195:  Bytom, Bytom – An Interoperation Protocol for Diversified Byte Assets (24 October 2017). ]  [196:  Bytom uses a three-layer architecture with an application, contract and data transmission layer with application, smart contract and shared ledger labels. Bytom uses new income assets, equity assets and securitised assets.] 


EOSIO is a separate digital token designed to support smart contract functionality and decentralised autonomous operations. The White Paper was originally published in 2017 and republished in March 2018.[footnoteRef:197] The objective is to support the vertical and horizontal scaling of decentralised applications using accounts, authentication, databases, asynchronous communication and the scheduling of applications across cores or clusters.[footnoteRef:198] A program is developed by Cayman Island private registered company, Block.one under CEO, Brendan Blumer, and CTO, Dan Larimer.[footnoteRef:199] EOS.IO uses Delegated Proof of Stake (DPoS) which allow token holders to select block producers on a continuous approval voting basis.[footnoteRef:200] The platform is designed to support millions of daily users, provide free usage, easy upgrade and defect recovery, delay or latency with sequential and parallel performance.[footnoteRef:201] The EOS utility token is used within the ecosystem. Block time is 500 milliseconds.  [197:  ‘EOS.IO Technical White Paper v2’ (16 March 2018) available https://github.com/eosio/documentation/blob/master/technicalwhitepaper.nd. ]  [198:  Ibid. ]  [199:  https://eos.io. ]  [200:  EOS.IO White Paper (n).]  [201:  Ibid.] 


The VeChain platform (VEN) was launched in August 2017 although an earlier coin was issued in 2015. VeChain attempts to build a trust-free and distributed business ecosystem platform to allow transparent information flow, efficient collaboration and high speed value transfers.[footnoteRef:202] The platform was re-titled VeChain Thor (VET/THOR).[footnoteRef:203] VeChain initially focused on developing Internet of Things (IoT) applications with supply chain management and later focused on financial services from 2017. VeChain was originally set up on Ethereum and later developed its own blockchain. VeChain constructed its own currency disaster recovery plan in cooperation with PricewaterhouseCoopers (PwC).[footnoteRef:204] [202:  VeChain, Development Plan and White Paper (May 2018) version 1.0.0.0. ]  [203:  https://www.vechain.org/#roadmap. ]  [204:  The TRP was tested using low risk adverse events (including loss of passwords, malware, hacking or system failures), medium risk security events (unauthorised access, digital wallet virus infection, loss of key transaction passwords or hardware damage) and high risk private key compromise events (private key or key store file compromised with the media transfer of all assets to a new secure location). ‘VeChain (VET) price hits new all-time-high following announcements’ Finder (22 January 2018).] 


ADA is the digital coin launched on the Cardano platform which was initially released in Japan on 29 September 2017. Cardano was developed by the blockchain firm Input Output Hong Kong (IOHK) under Charles Hoskinson who was a co-founder of the decentralised currency exchange BitShares and Ethereum and Ethereum Classic.[footnoteRef:205] Cardano constructed its own blockchain using Haskell[footnoteRef:206] with its Ouroboros Proof of Stake consensus algorithm.[footnoteRef:207] After a two year development period, the object is to provide smart contracts and decentralised applications with side chains and multi-party computation.[footnoteRef:208] The blockchain is multilayered with the Cardano Settlement Layer (CSL), used for accounting and ledger purposes, with a separate Cardano Computation Layer (CCL), to support smart contracts and decentralised applications with these layers being mixed in Ethereum.[footnoteRef:209] CCL replicates Ethereum's EVM with Cardano developing its own smart contract language Plutus based on Haskell. Cardano would be developed in three phases with a Testnet Era, Bootstrap Era and Reward Era with a separate Byron (launch), Shelley (decentralised), Goguen (virtual machine), Basho (improvement) and Voltaire (scalability and assurance) periods.[footnoteRef:210] Cardano claims to be based on a scientific philosophy constructed by leading academics and engineers with the intention of creating a secure, flexible, scalable and open payments and decentralised application service.[footnoteRef:211] Other coins developed during 2018 include KodakCoin to facilitate payments in photography licensing.[footnoteRef:212] [205:  Hoskinson was former Ethereum CEO and left to establish IOHK with Jeremy Wood in 2014. IOHK received support from Japanese business interests (later referred to as Emurgo) with an ICO focusing on Asia investment through the Japanese company Attain with the Cardano Foundation. $62 million was raised in a crowdsale between September 2015 and January 2017. Amy Castor, ‘IOHK Launches Cardano Blockchain; Ada Now Trading on Bittrex’ Bitcoin Magazine (2 October 2017).]  [206:  Haskell is a general purpose programming language named after the American logician Haskell Curry (1900-1982) with the languages Brook and Curry also being named after Haskell. Philip Wadler was hired by IOHK due to his involvement with the development of Haskell. JP Seldin and JR Hindley (eds), Two H.B. Curry: Essays on combinatory logic, lamda calculus, and formalism (Academic Press Mass 1980). ]  [207:  Ouroboros generates consensus through coin holder vote with slot leaders creating new blocks and verifying transactions. This uses Proof of Security (PoS). This avoids energy waste with PoW and creates a self-referential blockchain discipline based on stakeholder involvement. Difficulties nevertheless remain with regard to the leader election process with Ouroboros based on persistence and liveliness with a multiparty coin flipping protocol, original reward system and stake delegation mechanism to allow scaling. Blocks are represented by slots with slot leaders being appointed for five day epoch periods. Accounts participate where they hold a minimum one percent of the total supply of ADA at any time with block leaders receiving new ADA and transaction fees as participation incentives. Ouroboros has been updated through Praos and Hydra. The name Ouroboros was derived from the ancient symbol of a serpent or dragon eating its own tail in Egyptian iconography.  See generally Aggelos Kiayias, Alexander Russell, Bernardo David and Roman Oliynykov, ‘Ouroboros: A Provably Secure Proof-of-Stake Blockchain Protocol’ (21 August 2017) available https://eprint.iacr.org/2016/889.pdf. ]  [208:  ]  [209:  ‘A Deep Dive Into Cardano’ Store of Value (29 January 2018) available https://www.storeofvalueblog.com/posts/a-deep-dive-into-cardano/. ]  [210:  ‘Cardano roadmap’ available on https://www.cardano.org. ]  [211:  https://www.cardano.org/en/what-is-cardano/ ]  [212:  KodakCoin is based on Ethereum and was developed with the KodakOne digital rights management platform and Wenn Digital. The objective is to create a new economy for photography with licensing payments managed on a blockchain basis. https://www.kodak.com/jb/en/kodakone/default.htm; and https://kodakone.com. ] 


[IOST …was set up in 2017 with… The currency had an institutional token sale in January 2018.[footnoteRef:213] IOST intends to be able to process 100,000 transactions per second using its novel technology.[footnoteRef:214] IOST uses sharding with inter-shard transactions being managed through its Atomix protocol. PoB uses ‘believable validators’ to process transactions quickly with other ‘normal validators’ sampling and verifying transactions. The project roadmap is made available on its website. IOST received $50 million from startup incubator Bluehill and $200 million from the Chinese blockchain fund, BlockGroup.[footnoteRef:215]] [213:  ]  [214:  In addition to EDS and PoB, IOST uses a Hyper Universe Distributed System (HUDS) and Fair & Transparent Feedback System (FTFS). Scalability is increased through the use of Atomix (which allows transaction atomicity with a two stage inter-shard commit protocol), scale out partitioning and Bias Resistant Distributed Randomness (BRDR) to divide the network homogeneously. ]  [215:  Paddy Baker, ‘IOST Price Surges On Support From $200M Blockchain Fund’ Cryptobriefing (1 April 2019).] 


The Petro (PTR or Petromoneda) digital coin was developed by the Venezuelan government and released on 20 February 2018. The coin was to be supported by the country's oil, gasoline, gold, diamond and other mineral reserves although substantial concerns arose with regard to the changing content of the White Paper and management of the offering.[footnoteRef:216] The launch was announced by President Nicolás Maduro in December 2017 with Maduro stating that 100 million tokens would be released in January 2018 with an applied value $5.9 million.[footnoteRef:217] Former President Hugo Chavez had recommended the creation of a strong currency backed by raw materials with the blockchain designed to facilitate the transfer of value and information as part of the Venezuelan government's development of an independent, transparent and open digital economy with direct citizen participation.[footnoteRef:218]  [216:  ‘Venezuela Petro Cryptocurrency (PTR) (30 March 2018) English White Paper available https://whitepaperdatabase.com/venezuela-petro-cryptocurrency-ptr-english-whitepaper/. ]  [217:  Fabian Cambero and Girish Gupta, ‘Maduro says Venezuela will issue $5.9 billion in oil-backed cryptocurrency’ Reuters (6 January 2018). ]  [218:  Ibid. ] 


Petro was based on NEM although the White Paper originally stated that it would use Ethereum. The US Treasury Department warned that the scheme would violate sanctions which prohibited the purchase of new Venezuelan debt.[footnoteRef:219] The opposition Democratic Unity Roundtable in Venezuela argued that this constituted an illegal debt issuance.[footnoteRef:220] Maduro separately proposed creating PetroGold as a digital coin supported by gold reserves in February 2018.[footnoteRef:221] Many digital currency rating sites claimed that the currency constituted a sham[footnoteRef:222] with other commentators criticising the quality of the investment.[footnoteRef:223] [219:  Lesley Wroughton and Girish Gupa, ‘U.S. warns investors over Venezuela's ‘Petro’ cryptocurrency’ Reuters (16 January 2018). ]  [220:  Ibid.]  [221:  Brien Ellsworth and Ana Isabel Martinez, ‘Venezuela aims for crypto alchemy with new ‘petro gold’ token’ Reuters (21 February 2018). ]  [222:  These included ICOindex, ICObench, Cryptorated and ICOreview. Patricia Laya, ‘Crypto Rating Sites Are Already Calling Venezuela's Petro Scam’ Bloomberg (3 April 2018).]  [223:  The Washington Post described the Petro as possibly ‘the most obviously horrible investment ever’ based on ‘something useless’ with only foreigners being able to buy them and Venezuelan's being able to spend them. Matt O'Brien, ‘Venezuela's cryptocurrency is one of the worst investments ever’ The Washington Post (3 May 2018). ] 


(11)	Initial Coin Offerings (ICOs) – 
	EOS, Binance, Filecoin, HDAC, Sirin, Huobi, Dragon, Tron and Telegram 

[Initial Coin Offerings (ICOs) is a means for new digital coins and tokens to raise substantial investment and development funds. The area has attracted significant market and regulatory attention in recent years. Over 5,600 coins and tokens have been issued since Bitcoin in January 2009.[footnoteRef:224] Not all coins and tokens have raised funds through ICOs (referred to as a ‘NoICO’) although some websites have claimed to have published over 5,489 ICO reports.[footnoteRef:225] These cover a wide range of market areas.[footnoteRef:226] The largest numbers of ICOs have been issued in such countries as the US, Singapore, UK, Russia and Estonia.[footnoteRef:227] The largest ICOs include EOS which raised over $4 billion and Telegram which raised $1.7 billion both in May 2018. Dragon raised $320 million in March 2018, Huobi $300 million in January 2018 and Hdac $258 million in 2017.[footnoteRef:228] The majority of coins and tokens are issued on the Ethereum blockchain which includes a special ERC20 facility although some offerings use Waves, Stellar and Neo.[footnoteRef:229] ICOs can assist raise funds for coin and token development by promoters and provide potentially lucrative opportunities for returns by investors.] [224:  See, for example, Coinstats. ]  [225:  See, for example, ICO Bench available https://icobench.com. [ICO Bench defines an ICO as the issuance of a fixed amount new cryptocurrency unit (token or coin) dedicated to the ICO and blockchain based transactions. https://icobench.com/faq.] ]  [226:  These include platforms (2,997); cryptocurrencies (2,186); business services (1,243); investment (982); smart contracts (803); software (798); internet (617); infrastructure (580); entertainment (568); banking (545); artificial intelligence (489); big data (442); communication (442); media (380); retail (326); health (275); real estate (235); education (215); tourism (179); energy (165); manufacturing (164); casino & gambling (157); sports (152); virtual reality (128); charity (120); electronics (114); legal (101); art (87); other. https://icobench.com. ]  [227:  USA (741); Singapore (552); UK (488); Russia (328); and Estonia (274). https://icobench.com/stats. ]  [228:  The largest ICOs include: (1) EOS $4.1 billion (Cayman Islands) infrastructure; (2) Telegram $1.7 billion British Virgin Islands social media; (3) Dragon $320 million British Virgin Islands gambling; (4) Huobi token £300 million Singapore FinTech; (5) Hdac $258 million Switzerland Internet of Things; (6) Filecoin $257 million US data storage; (7) Tezos $232 million Switzerland infrastructure; (8) Sirin Labs $159.9 million Switzerland consumer electronics; (9) Bancor $153 million Switzerland FinTech; (10) Bancera $150.9 million Lithuania FinTech;  (11) Polkadot $145.2 million Switzerland infrastructure; (12) The DAO $142.5 million Switzerland venture capital; (13) Polymath $139.4 million Barbados FinTech; (14) Basis $133 million USA FinTech; and (15) Orbs $118 million Israel infrastructure. ‘The 15 Biggest ICOs So Far’ FinTech News (4 July 2018) available https://www.fintechnews.ch/blockchain_bitcoin/the-fifteen-biggest-icos/19735/ ]  [229:  The number of ICOs based on other platforms included (1) Ethereum (4,809 ICOs); (2) Waves (132 ICOs); (3) Stellar (77 ICOs); (4) Neo (44 ICOs); (5) separate blockchain (52 ICOs); and (6) other (374). https://icobench.com/stats. ] 


An ICO is a coin or token offering.[footnoteRef:230] This may also be referred to as a coin or token sale or crowd sale. Reference is also increasingly made to a Security Token Offering (STO) which involves registering the token as a security and complying with relevant US legislation. References may also be made to an Interactive ICO (IICO),[footnoteRef:231] Initial Supply Auction (ISA)[footnoteRef:232] and a Simple Agreement for Future Tokens (SAFT).[footnoteRef:233] Coins or tokens may also be given away through an AirDrop. A ‘No ICO’ is where no offer is made or funding released. Offerings may either be capped or uncapped in terms of the token volume sold.[footnoteRef:234] This is often to the general public although private pre-sales to more limited groups of investors and specifically professional investors may take place. Different phases can be distinguished.[footnoteRef:235] Tokenomics is the concern with the setting of the price and amount of a token supply and the subsequent use and distribution of tokens within the token economy.[footnoteRef:236] The social token economy was originally identified by Harvard psychologist Burrhus Frederic Skinner in 1972.[footnoteRef:237] A significant amount tokenomics is concerned with creating appropriate incentive and governance arrangements within new digital token systems. [230:  The term ‘Initial Token Offering’ is not generally used. ]  [231:  An interactive ICO uses a purchase protocol that allows individual contributors to select an amount of tokens to purchase with a ‘Personal Cap’ limit. Where the total amount raised in the sale is greater than the personal cap, that contributor is subject to ‘Automatic Removal’ (or ‘Poked’ out) until the personal caps are below the total amount. ‘A ‘Voluntary Removal Period’ can also be set. These proposals were developed by Vitalik Buterin to attempt to remove unfair allocations within ICO option processes. Buterin referred to the ‘first token sale dilemma’ with an essential conflict arising in ensuring certainty of valuation and certainty of participation. Jason Teutsch, Vitalik Buterin and Christopher Brown, ‘Interactive coin offerings’ (11 December 2017).  For comment, see, for example, Rob Bent, ‘Interactive Coin Offering – A Protocol Explained’ Truebit (26 September 2017). ]  [232:  An ISA uses a descending price model with purchasers bidding at specific price points. An ISA was used in the Metronome ICO in June 2018 which released 8 million MTN tokens with 20% being retained for developers. Metronome also applies a ‘Daily Supply Auction’ (DSA) with new tokens being added to the auction at the higher of 2880 MTN per day of 2% of the annual token supply.  ‘Metronome FAQ’ available https://github.com/metronometoken/documentation/blob/master/faq.md#initial-and-daily-supply-auctions. See also https://www.metronome.io. ]  [233:  An SAFT constitutes an offer to deliver utility tokens subsequently after a coin offering. The SAFT constitutes a security itself with the tokens generally only being made available to accredited investors to avoid public offer requirements. The SAFT was based on earlier Simple Agreements for future Equity (SAFE) arrangements. The SAFT Project was developed jointly by Protocol Labs, Cooley, AngelList and CoinList. Juan Batiz-Benet, Marco Santori and Jesse Clayburgh, ‘The SAFT Project: Toward a Compliant Token Sale Framework’ (2 October 2017). Relevant forms are made available on the SAFT Project website. https://saftproject.com. The Financial Industry Regulatory Authority (FINRA) has warned that the use of an SAFT contract does not of itself avoid the need to comply with US securities laws and that specific arrangements may still be considered to be contrary to relevant laws subject to SEC and judicial determination. FINRA, ‘ ‘ (16 August 2018) Investor Alert. The SEC conducted an investigation into ICOs in 2018 with subpoenas being served on 80 start-up businesses requesting further information on the token sale and presale. Jean Eaglesham and Paul Vigna, ‘Cryptocurrency Firms Targeted in SEC Probe’ The Wall Street Journal (28 February 2018).  ]  [234:  Token sales may be capped and either First Come First Served, Capped with Parcel Limit (First Come First Served subject to limits on individual bidders or total amount raised), Capped Auction (Dutch or Blind auction), Capped with Re-Distribution (tokens received in proportion to total supply) or Uncapped Sale (over a specified period) or Uncapped Auction (token sold in descending price order). See, for example, Reuben Bramanathan, ‘The perfect token sale structure’ The Coinbase Blog (19 May 2017). ]  [235:  The principal ICO phases include: (a) Concept Origination; (b) White and more technical Yellow Paper production; (c) Proof of Concept and testing; (d) Pre-sale to developers or preferred investors; (e) Launch and public offer; (f) Post-Sale market development; (g) Regulatory and legal registration and compliance to the extent relevant; and (h) Performance or Delivery on the project terms as set out in the White and Yellow Papers which may also include delivering specific utility tokens under an SAFT.]  [236:  Tokenomics may be referred to as ‘The science of the token economy’ Matt Hussey, ‘Tokenomics’ Decrypt (16 January 2019) available https://decryptmedia.com/resources/tokenomics.com. ]  [237:  Tokens are used to reinforce conduct in behavioural economics and applied behavioural analysis. ‘Social Token Economy’ available https://bfskinner2.weebly.com/social-token-economy.html. ] 


Mastercoin launched the first ICO in July 2013 with the number growing substantially since and peaking in 2017-2018. Fifteen ICOs in 2016 had raised $8.3 billion. Fifty ICOs were then issued per month during 2017 with 537 ICOs in 2018 raising $13.7 billion. Brave raised $35 million in 30 seconds. The largest ICOs included EOS ($41.1 billion), Telegram ($1.7 billion), Dragon ($320 million), Huobi ($30 million), HDAC ($258 million), Filecoin ($257 million), Tezos ($232 million) and Sirin Lab ($158 million). Forty six percent of ICOs were nevertheless subsequently stated to have failed. A number regulatory concerns have arisen with regard to ICOs especially in terms of fraud and breach of regulatory requirement especially where the tokens are misidentified.[footnoteRef:238] [238:  A study by Boston College confirmed that 56% of ICOs had failed within four months. Hugo Benedetti and Leonard Kostovetsky, ‘Digital Tulips? Returns to Investors in Initial Coin Offerings’ (5 June 2018). Only 3.8% of coins with over $50 million in market capitalisation were successful with 81% described as fraudulent, 6% failed, 5% dead, 2.8% dwindling and 1.6% promising. Satis Group, ‘Fate of Coins with $50 Million-Plus Market CAPS’ caught against Olga Kharif, ‘Crypto Coin Graveyard Fills Up Fast as ICOs Meet Their Demise’ (28 June 2018). The FBI was reported to have 130 cryptocurrency related investigations in 2018. Ibid. Over 800 failed coins are listed on https://deadcoins.com. Over 1000 failed coins are listed on https://www.coinopsy.com /dead-coins/. [A CoinJanitor website purchases delisted or worthless tokens in exchange for CoinJanitor (JAN) tokens to ‘burn’ with the blockchains being turned off. CoinJanitor (March 2018) White Paper v5. See also https://coinjanitor.io. ] 


EOS raised $4.1 billion in an uncapped ICO between June 2017 and June 2018. [EOS was developed by Cayman Island registered block.one led by Brendon Blumer and Dan Larimer with one billion ERC-20 tokens being released.] Its estimated market cap was around $10 billion. The objective is to create an architecture that allows the vertical and horizontal scaling of decentralised applications through the EOS.IO Software using multiple CPU cores or clusters and allowing millions of transactions per second. The EOS token is described as being a utility token providing bandwidth and storage as well as voting rights on a proportionate basis. EOS attempts to bring a number of advantages to blockchain usage including mass support, free usage, easy upgrade and defect recovery, low latency and sequential and parallel performance. [footnoteRef:239] EOS uses Delegated Proof of Stake (DPoS) with Transaction Proof of Stake (TaPoS) with blocks being produced every 0.5 seconds in rounds of 126 with 21 ‘producers’ providing six blocks each. [239:  EOS.IO, Technical White Paper v2 (16 March 2018) available https://github.com/eosio/documentation/blob/master/technicalwhitepaper.md. ] 


Binance Coin (BNP) was issued by the Binance Exchange through an ICO on 7 August 2017.[footnoteRef:240] BNP was issued as a standard ERC20 token on the Ethereum blockchain.[footnoteRef:241] BNP can be used to pay for services on the Binance Exchange platform with additional discounts available. The Binance Exchange was set up in 2017 in China and moved to Japan on September 2017 after three months in anticipation of the restrictions to be imposed on currency trading in China.[footnoteRef:242]  [240:  Binance Exchange, Binance (2017) White Paper Version 1.1. ]  [241:  ‘Binance Coin’ available https://en.m.bitcoinwiki.org/wiki/binance_coin. ]  [242:  Binance had been set up by Changpeng Zhao having been introduced to Bitcoin by Ron Cao, managing director of venture capital Sky9 Capital and Bobby Lee, CEO of the Hong Kong Bitcoin exchange BTCC. Eva Xiao, ‘Three months after launch, this unbanked crypto exchange made $7.5 million in profit’ Tech in Asia (1 December 2017). ] 


Filecoin is an open-source coin and payment system developed by Protocol Labs using the InterPlanetary File System (IPFS) networks which holds data and other hypermedia on a distributed basis. Filecoin held an initial pre-coin offering which raised $52 million and then $200 million through a full ICO on Coinlist in August 2017. Filecoin was only sold to accredited investors to comply with US securities laws. A White Paper was made available with a Private Placement Memorandum and Simple Agreement for Future Tokens (SAFT).[footnoteRef:243] Participants earn Filecoin by making free hard drive storage space available. This competes with such other platforms as MaidSafe.[footnoteRef:244] [243:  https://filecoin.io ]  [244:  https://maidsafe.net. ] 


HDAC (Hyundai Digital Asset Currency) is a contract and payment platform developed by Hyundai BS&C in Korea. This raised $258 million in a token sale between November and December 2017. This supports IoT devices to communicate and manage identification, authentication data storage and micropayment functions. This attempts to use multichains with Bitcoin and Ethereum bridges. Total supply was set at 12 billion HDAC with the White Paper available on GitHub.[footnoteRef:245] [245:  HDAC, Transaction Innovation – IoT Contract & M2M Transaction Platform based on Blockchain (December 2018) Official Version 1.2.1.] 


The Sirin token (SRN) was developed by Sirin Labs in Switzerland to support an operating system, smartphone and decentralised applications.[footnoteRef:246] Sirin Labs was originally established in 2014 to develop a secure mobile phone through its Solarin project. Sirin Labs raised $158 million in an ICO in December 2017. Sirin Labs releases a second ‘Finney’ smartphone (named after Hal Finney) in 2019 which was claimed to be the first blockchain based hard phone incorporating a cold storage cryptocurrency wallet accessed through a secondary slide out screen.[footnoteRef:247] [246:  https://sirinlabs.com ]  [247:  Charles McLellan, ‘Sirin Labs Finney review: A secure flagship-class smartphone with a built-in cold storage crypto wallet’ ZDNet (8 February 2019). ] 


The Huobi cryptocurrency exchange in China raised $300 million through its ICO in January-February 2018. Sixty percent of the Huobi Tokens (HT) were released on the Ethereum ERC20 standard with 40% held for platform operation, incentives and user rewards. Huobi claimed that the issue was not an ICO with users purchasing a service fee package at a discount using Tether or other specified cryptocurrencies. Huobi had to change its business model following the introduction of digital currency exchange restrictions in China.[footnoteRef:248] Huobi Singapore offered a ‘Huobi Prime’ service to purchase coins at a discount before released onto the market through a form of loyalty scheme similar to Binance Launchpad.[footnoteRef:249] [248:  Wolfi Zhao, ‘Huobi Is Launching a Token, But it's ‘Not an ICO’’ Coindesk (22 January 2018). ]  [249:  Paddy Baker, ‘Huobi to Open Token Launching Platform’ Crypto Briefing (19 March 2019).] 


The Dragon coin (DRG) ICO received $320 million to support Macau and South East Asia casinos in March 2018. Dragon was founded by Paul Moynan.[footnoteRef:250] Dragon Inc had been set up in the British Virgin Islands in 2017 to develop the platform. The objective is to develop blockchain technology within the gaming industry. DRG tokens are purchased through cryptocurrency exchanges and converted into Dragon Global Chips (DGCs) for use in casinos with winnings being converted into DRG or other cryptocurrencies.[footnoteRef:251] The Monetary Authority of Macau issued a warning that cryptocurrencies were not legal tender.[footnoteRef:252] [250:  https://drgtoken.io]  [251:  Dragon (DRG) ‘ICO Review’ ICO Token News available https://www.icotokennews.com/icos/dragon/ ]  [252:  This followed revelations that the Macau Dragon Group had associations with gangster Wan Kuok-koi (‘Broken Tooth’) who had previously led the ex-14K triad gang. Niall Fraser, ‘Macau issues cryptocurrency crime warning after link to former triad’ South China Morning Post (20 April 2018). ] 


The Tron platform with the Tron (TRX) token was launched on 31 May 2018. Tron was created by Justin Son to create a distributed economy within the digital entertainment and gaming and gambling area. $70 million was raised in an ICO in September 2017. The Tron Foundation was established in September 2017 in Singapore.[footnoteRef:253] Tron attempts to place entertainment content on the blockchain with creators and consumers contracting directly without intermediaries. Tron operates a separate social media platform and blockchain platform with a P2P distributed storage system.[footnoteRef:254] The system is claimed to be friendly, safe, private, scalable and consistent. [253:  ‘Tron’ available https://en.m.bitcoinwiki.org/wiki/tron. ]  [254:  Tron ( ) White Paper v1.8 available https://0836fhe91.qnssl.com/tron/whitebook/tron/ whitepaper_en.pdf.  It was alleged that the Tron White Paper plagiarised other documents including Filecoin and a separate InterPlanatary File System (IPFS) paper. ‘Tron's White Paper Appears to Plagiarise from Filecoin and IFPS’ CCN (9 January 2018.  ] 


The Russian secure messaging service, Telegram, raised $1.7 billion in a private ICO sale in May 2019. Telegram tokens are referred to as GRAMs. A separate public sale was subsequently cancelled[footnoteRef:255] as the $1.2 billion target funding set out in the White Paper had been raised. TON intended to combine its substantial existing user base with new blockchain technology to create a new mass market ecosystem. TON uses infinite sharding,[footnoteRef:256] instant hypercube routing,[footnoteRef:257] 2-D distributed ledgers[footnoteRef:258] and proof of stake (PoS)[footnoteRef:259] rather than Proof of Work (PoW). The $1.7 billion was raised in two rounds in February and March 2018 of around $850 million each with 200 investors contribution $20 million in the first round ($0.5 million for friends) and $1 million in the second round.[footnoteRef:260] [255:  Jon Russell and Mike Butcher, ‘Telegram's billion-dollar ICO has become a mess’ TechCrunch (May 2018). Telegram intended to construct a Telegram Open Network (TON) to extend its 20 million user messaging application through the provision of a number of other services including payments, file storage censorship proof browsing and other decentralised applications .]  [256:  Sharding breaks a database up into separate sections or partitions. [Sharding allows separate verification by nodes within the individual shard which avoids singlechain scalability problems.] An alternative is through the use of sidechains which operate as parallel blockchains attached to a main or parent chain with a two-way peg to allow the transfer of tokens and assets. These attempt to deal with the ‘scalability trilemma’ in blockchain use in compromising either scalability, security or decentralisation. For comment, Mappo, ‘Blockchain Scaling Solutions: The Importance of Sidechains’ Aelf  (22 October 2018). Ethereum would adopt a ‘minimal sharding protocol using chain cross-linking to avoid delays in collation time’ in 2018. Sam Town, ‘Ethereum Founder Vitalik Buterin: Sharding is Coming’ Cryptoslate (30 April 2018). ]  [257:  Instant hypercube routing is referred to as a smart routing mechanism which allows multiple chains to exchange data quickly and without interruption. It is used to carry or route cross-shard chain transaction and blocks between shard chains. [Shard chains are created dynamically as the transaction load increases with up to two to the ninety two shard chains being possible. ‘A Look into Telegram's Secretive Blockchain Project: How Does TOP Network Compare? TOP Network (April 25 2019).]  [258:  2-D ledgers are used to build authenticated or valid blocks on top of invalid or discounted blocks which creates a form of self-correction mechanism within the system.]  [259:  PoS allows transactions to be processed by validators allocated in terms of the number of tokens deposited as a stake. See Nikolai Durov, Telegram Open Network (3 December 2017) White Paper; and Telegram Primer ( )
available https://drive.google.com/file/d/1ucUeKg_NiR8RxNAonb8Q55jZha03WCO0/view. ]  [260:  https://telegram.org. ] 


(12)	Governance, Interlinkage, Private SuperCoins & Central Bank Digital Currency (CBDC) – Tezos, Metronome, Facebook’s Libra & Chinese CDEP  

More recent platforms have attempted to realise additional advantages in specific areas such as in connection with governance and inter-operability. Tezos raised $232 million in an open ICO in July 2017 which was the largest at that time. Tezos had been proposed by Dynamic Ledger Solutions (DLS) using proof of stake (PoS) and self-governing mechanism. The original protocol was created by Arthur and Kathleen Breitman although they had a disagreement with the Tezos Foundation Chairman, Johann Gevers. A separate entity, T2, was set up in February 2018 by Tezos Investors to launch the coin network with Gevers resigning at the end of February 2018. Ryan Jesperson was appointed new President of the Tezos Foundation. The board members of T2 effectively took over the Tezos Foundation.[footnoteRef:261] Four separate class actions were commenced against Tezos Foundation and DLS on the basis that the ICO breached US securities law with Tezos constituting securities rather than donation tokens.[footnoteRef:262] Tezos is based on its own blockchain with a built-in consensus mechanism to allow it to evolve, and self-amend, over time without the use of hard forks.[footnoteRef:263] Tezos uses a unique proof of stake consensus algorithm to facilitate on-chain governance and security in coin use and digital platform applications.[footnoteRef:264] Verification is carried out through ‘baking’ and bakers, rather than miners, with rewards being made in TEZ. [261:  Disagreement had arisen between the Breitmans who held the DLS intellectual property rights and codebase with the Foundation holding the funds from the ICO and Gevers with regard to the contract that he award himself and alleged excessive compensation. T2 had been established by Ryan Jesperson and Michel Mauny who were appointed to the Tezos Foundation board. Two members of the board, Diego Ponz and Guido Schmitz-Krummacher, resigned with Gevers. Jesperson and Mauny would join Lars Haussmann. Tezos Foundation, ‘Tezos Board reorganised’ (22 February 2018) Press Release. For comments, Brady Dale, ‘Down Not Out: Revised Tezos Team Predicts Mega-ICO Will Launch in 2018’ Coindesk (23 April 2018). ]  [262:  The fourth class action including a temporary restraining order against the ICO funds raised. Nikhilesh De, ‘New Class-Action Suit Filed Against Tezos Founders’ Coindesk (18 December 2017).]  [263:  Tezos was described as a generic and self-amending crypto-ledger in its original White Paper. This corrects four difficulties with hard forks, cost and centralisation, limitations within Bitcoin's code language and security concerns. Tezos is written in OCaml and separates the three network, transaction and consensus protocol layers within a new network shell. A revised PoS model is used following Robin Hanson's ‘futarchy’ with majority consensus and internal prediction markets. (Robin Hanson, ‘Shall we vote on values, but bet on beliefs?’ available http://mason.gmu.edu/rhanson/futarchy2013.pdf). See LM Goodman, ‘Tezos: A Self-Amending Crypto-Ledger’ (August 3, 2014) Position Paper available https://tezos.com/static/papers/position_paper.pdf; and revised Goodman White Paper (2 September 2014). ]  [264:  https://tezos.com. ] 


The launch of Metronome was announced in 2017 as a multi-token and multi-network platform with the ICO in 2018.[footnoteRef:265] Metronome was designed by Jeff Garzik, Bloq CEO, and Matt Roszak. Ten million MTN were to be issued on a descending price auction model basis with eight million MTN provided to the public and two million reserved for development purposes by Bloq. New Metronome tokens would be released on a fixed basis for 40 years with 2880 MTN issued per day until 2040. Metronome would attempt to incorporate a number of new features while building on previous advantages to create a platform that could work with any other existing currency platform.[footnoteRef:266] Metronome would allow cross-chain portability[footnoteRef:267] with distributed voluntary consensus governance using four core autonomous contracts.[footnoteRef:268] A standard set of acknowledgements and disclaimers used in the sale of Metronome tokens was attached to the White Paper which specifically stated that the tokens did not constitute securities and that the tokens had not been registered with the SEC and CFTC in the US nor with the SFA in Singapore.[footnoteRef:269] [265:  The ICO was delayed several times until May June 2018. ]  [266:  Metronome would be economically engineered to be durable, incorporate decentralised financial products, ensure equal access to token distribution, operate on an autonomous and self-governing basis and allow inter-blockchain transferability. The three core design principles were self-governance, reliability and portability Metronome (17 April 2018) White Paper Version 0.967.]  [267:  Participants would use a ‘proof of exit’ markle receipt which would allow the transfer of funds between blockchains. Metronome White Paper (n) 15. Metronome would use the ERC20 (and ERC827) standard for application program interface (API) purposes. Metronome White Paper (n) 28-34.]  [268:  Metronome operates through four autonomous smart contracts: (a) Token Contracts; (b) Auctions Contracts; (c) Proceeds Contracts; and (d) Autonomous Converter Contacts. Metronome White Paper (n) 22.]  [269:  Metronome White Paper (n) Appendix a.] 


The evolution of the digital coin and token market was disrupted most significantly with the announcements of the possible launch of a private payment coin on a scale that was not possible before and with the subsequent confirmation that a first official central bank digital coin (CBDC) may be produced in early course. Facebook announced the launch of its Libra stable coin in June 2019[footnoteRef:270] with the People’s Bank of China confirming that it was close to introducing its Digital Currency Electronic Payment (DCEP) model which would allow CBDC to operate in parallel with existing payment account infrastructure.[footnoteRef:271] A number of central banks have considered the feasibility and desirability of issuing CBDC although the PBOC may be the first to release this formally. [270:  Facebook unveils global digital coin called Libra’ Financial Times (18 June 2019).]  [271:  ] 


Facebook announced the launch of Libra coin on 18 June 2019.[footnoteRef:272] This would be a stable coin the value of which would be based on a basket of currencies and government securities held in a separate Libra Reserve. The coin would be managed by a Libra Association established in Switzerland with wallet services being provided through a separate subsidiary company, Calibra.[footnoteRef:273] The Libra Association would have 100 members that would also act as validators on nodes, with 29 organisations join initially.[footnoteRef:274] Creation of the coin was attributed to Morgan Beller, David Marcus and Kevin Weil.[footnoteRef:275] Mark Zuckerberg, Facebook CEO, stated in February 2018 that he wanted Facebook to ‘go deeper and study the positive and negative aspects’ of cryptocurrencies[footnoteRef:276] with over 50 engineers working on the project by February 2019.[footnoteRef:277]  [272:  ‘Facebook unveils global digital coin called Libra’ Financial Times (18 June 2019).]  [273:  Libra, ‘White Paper’ (2019) available https://libra.org.en-us/white-paper/. ]  [274:  ]  [275:  Morgan Beller was a partner at the American venture capital firm, Andreessen Horowitz. David Marcus was former President of PayPal. Kevin Weil was former Head of Product at Instagram. Salvador Rodriguez, ‘Meet Morgan Beller, the 26-year-old woman behind Facebook’s plan to make its own currency’ CNBC (20 July 2019).]  [276:  Shannon Liao, ‘Facebook is creating a mysterious blockchain division’ The Verge (8 May 2018).]  [277:  Nathaniel Popper and Mike Isaac, ‘Facebook and Telegram Are Hoping to Succeed Where Bitcoin Failed’ The New York Times (28 February 2019).] 


The Libra mission was to create a simple global currency and financial infrastructure that would empower billions of people. This would reinvent money, transform the global economy and allow people everywhere to live better lives.[footnoteRef:278] This would specifically assist 1.7 billion people without a bank account who would be able to make almost free international money transfers through a mobile telephone or other device.[footnoteRef:279] Blockchains and cryptocurrencies were described as having a number of unique properties that could deal with the problems of accessibility and trustworthiness with distributed governance, open access and cryptographic security.[footnoteRef:280] Libra would create a reliable digital currency and infrastructure that could deliver the promise of ‘the internet of money’.[footnoteRef:281] The Libra Blockchain is described as a decentralised programmable database intended to support a low volatility cryptocurrency to be used as an efficient medium of exchange.[footnoteRef:282] The blockchain would be implemented through a Libra protocol based on an open source Libra Core.[footnoteRef:283] Libra would use a safe and flexible programming language referred to as ‘Move’.[footnoteRef:284] Consensus would be achieved through an efficient state machine replication system referred to as ‘Libra BFT’ (Byzantine fault tolerance)[footnoteRef:285] based on the HotStuff consensus protocol.[footnoteRef:286] Libra would be purchased through a network of exchanges buying and selling the coin with supporting assets being held in a Libra Reserve with the Reserve acting as a ‘buyer of last resort’.[footnoteRef:287]  [278:  ‘Welcome to Libra’ https://libra.org/en-US/. ]  [279:  Ibid.]  [280:  Libra, White Paper (n) 1.]  [281:  Libra, White Paper (n) 2.]  [282:  Libra, The Libra Blockchain (2019).]  [283:  Libra, ‘Libra Core Overview’ available https://developers.libra.org/docs/libra-core-overview. ]  [284:  Libra, Move Programming Language (2019).]  [285:  Libra, State Machine Replication (2019).]  [286:  HotStuff is a BFT replication protocol originally proposed by VMware Research in March 2018. See, for example, VMware Research, ‘HotStuff: BFT Consensus in the Lens of Blockchain’ available https://blogs.vmware.com/research/2018/11/06/hotstuff-bft-consensus-in-the-lens-of-blockchain/ ]  [287:  Libra, White Paper (n) Section 4.] 


The Libra Association would operate through a Council, Board and Social Impact Advisory Board (SIAB) with further detail being provided with regard to its executive team including managing director. The Libra Association would be managed through a Libra Association Council[footnoteRef:288] while Facebook would assume a leadership role during 2019, Facebook and its affiliates would have the same commitments, privileges and financial obligations as any other founding member of Libra following launch of the network.[footnoteRef:289] A number of immediate regulatory and policy concerns were raised by officials following the announcement of Libra.[footnoteRef:290] The Libra Association would be expected to satisfy authorities across the world with regard to all of the issues raised before it would be given formal permission to commence operations. A combination of technical challenges and regulatory obstruction may prevent the launch of the product, at least, on the initial scale proposed. [288:  Libra, The Libra Association (2019).]  [289:  Ibid.]  [290:  ] 


The Chinese authorities confirmed that their DCEP was at an advanced stage of development after five years of study.[footnoteRef:291] Announcement of the Chinese DCEP appeared to have been driven by the earlier announcement of Facebook’s Libra coin in June 2019.[footnoteRef:292] The PBOC issued a number of earlier study papers and comments on the development of its digital coin programmes although detail was not clear.[footnoteRef:293] The information provided in August and September 2019 appeared to confirm that the PBOC would create a dual key system with the PBOC producing the digital coin which would then be distributed through the largest state owned banks and payment services providers, up to eight institutions would initially be involved.[footnoteRef:294] The system would also combine the use of a digital coin with the continued provision of bank account payment facilities using existing infrastructure. The objective was only to assist create a digital Renminbi to replace coin and banknote issuance (M0) rather than account balances (included within M1). The system would operate on a centralised rather than decentralised basis managed by the PBOC. It was not clear whether a separate digital coin would be used with a supporting blockchain or whether this would only operate on a separate account basis. CBDC can be considered to include any central bank liability with or without the use of a separate digital coin.[footnoteRef:295] The most interest innovations are the use of existing non-central bank institutions as delegates to manage the new system and the combination of digital currency with existing electronic account payment infrastructure. [291:  ]  [292:  ]  [293:  ]  [294:  ]  [295:  The Bank of England defines CBDC as ‘an electronic, fiat liability of a central bank that can be used to settle payments or as a store of value.’ Jack Meaning, Ben Dyson, James Barker and Emily Clayton, ‘Broadening narrow money: monetary policy with a central bank digital currency’ Bank of England (May 2018) Staff Working Paper No 724, 2 and 4. [It is arguable that digital would be preferable to electronic and that fiat is unnecessary as the lack of separate support is already implied. The definition also fails to refer to the function of money as a measure of value. A simpler definition may be ‘a digital liability of a central bank denominated in the form of an official reference or monetary asset.’]] 


4.	DIGITAL CURRENCY AND COINTECH COMMENT

A description and analysis of coin and token development in recent has to include a substantial amount of technical detail. Much of this is nevertheless concerned with creating specific legal effects or results whether intentionally or unintentionally. All societies are based on underlying systems of right and obligation. While some of these may be waived by agreement, many constitutional, statutory or other judicial rights cannot be abrogated except with subsequent contrary law.

Over 4500 new digital coins have been created in the last decade with substantial variations in their structure and operation. While many of these have attempted to revise and improve or replace outright earlier coins, coin models or technical components, a number of core elements can be identified. It is possible to construct a basic private digital coin architecture to understand specific coins and the evolution of digital currency over time more effectively.

It is also possible to consider, or re-consider, these in terms of the underlying legal rights or issues concerned. A parallel technological and legal architecture can accordingly be constructed for new private digital coins and tokens. A basic distributed ledger architecture can be created based on decentralisation, asset digitalisation, pseudonymity, cryptographic access, transaction entry, record hashing, verification, blocking, wallet functionality, interoperability, code control and management. This can then be reconsidered in terms of the core legal effects involved. These represent the core legal stages or elements concerned and can be considered to represent the core legal solutions necessary in this specific new area of financial law and technology. The following 12 specific elements or components can be distinguished.

(1)	Ledger

CoinTech and PayTech are concerned with the creation, holding, use, transfer and destruction of new digital intangible items. It is necessary initially to construct a new digital title ledger or register on which this can take place. Registers may either operated on a closed centralised basis or open or closed decentralised basis. With regard to CoinTech and PayTech specifically, technology then allows this to be managed in a decentralised manner with multiple identical copies being held by all participating nodes. Bitcoin demonstrated how this could be technologically achieved in practice. Blockchain represents one form of decentralised or distributed ledger technology.[footnoteRef:296] [296:  Decentralisation either involves the holding of files or assets on a local basis within a larger connected network or on a multiple copy basis within the network. This might be referred to as either involving local file or ledger technology (LLT) or multiple ledger technology (MLT). Decentralisation involves some form of partial or sub-centralisation within a larger network. Distribution means that all nodes are directly connected without any priority or hierarchy. ] 


Bitcoin Diamond (BCD) is a hard fork created in 2017 at block 495866 to adopt a new PoW algorithm and segregate transaction signatures from transactions with lower transaction fees and exchange rates and faster confirmation times.[footnoteRef:297] [297:  Bitcoin Diamond was launched on 24 November 2017 and made available to existing Bitcoin holders with a 210 million coin limit.  https://www.bitcoindiamond.org. ] 


Two forks were created from Bitcoin Cash (BCH) on 15 November 2018 with Bitcoin Cash (BCH) and Bitcoin SV (BSV) with SV being a reference to ‘Satoshi Vision’ using Bitcoin 0.1.[footnoteRef:298] Wright claimed to be Satoshi Nakamoto in December 2015.[footnoteRef:299]   [298:  Bitcoin SV development was carried out by nChain Chief Scientist, Craig Wright, and supported by CoinGeek Mining. A dispute had arisen with regard to the size and speed of the blockchain and imposition of limits on smart contract development. ]  [299:  Andy Greenberg and Gwern Branwen, ‘Is Bitcoin's Creator this Unknown Australian Genius? Probably Not (Updated)’ Wired (8 December 2015). [A court in Florida ordered Wright to produce lists of Bitcoin addresses and details of blind trust in an action by the estate of Dave Kleiman for theft of 500,000 to 1,000,000 bitcoin. Wright began an action against Roger Ver for reputational damage in denying that Wright was Nakamoto. Joshua Tayo, ‘Fake Satoshi’ – Craig Wright Officially Sues Roger Ver’ Coindoo (5 May 2019). Meilio Janus, ‘Craig Wright ordered to list ‘Satoshi's’ Bitcoins by Florida court’ (5 May 2019). The Gotsatoshi.com website stated that the identity of Satoshi Nakamoto would be revealed on 14 May 2019.] Early Bitcoin developer Jeff Garzik stated that he thought Nakamoto may have been former soldier and police detective Dave Kleiman who died in 2013 as a result of an MRSA infection. Wright was alleged to have stolen the Bitcoin and other intellectual property rights of Kleiman.] 


(2)	Asset Identification

It is necessary to identify and define the specific legal asset concerned. As digital coins and other forms of tokenised assets are intangible, some form of initial record of creation has to be used. This is achieved in practice through the use of DLT and blockchain. The significance of modern title registers is that the asset created can then only be created, used (including encumbered or bequest under trust or testamentary disposition), transferred (by gift or sale) or destroyed by ledger entry.[footnoteRef:300] All private coins following Bitcoin are created and held on a digital ledger. [300:  Subsection (5) below. ] 


(3)	Individual Identification

Parties have to be properly identified in law to allow them to enter into legal transactions. Digital coins can be used in any form of commercial or financial contract with the digital value transfer being effected on the blockchain concerned. Transactions can then either be carried out on a fully transparent (onymous), anonymous or pseudonymous basis. Bitcoin operates on a pseudonymous basis with transactions being carried out using encrypted public and private keys. Some coins (such as ) operate on a fully transparent basis and others (such as ) on an anonymous basis. Separate legal issues arise in ensuring that all of the parties concerned have full legal capacity to enter into the specific transaction concerned.

(4)	Agreement and Execution

Separate issues again arise with regard party authentication. Assuming the person concerned has proper legal capacity, they have to verify their participation and confirm their authorisation or authentication. This is achieved through access cryptography and the equivalent of digital signature or execution. Cryptography is used to control access to digital ledgers most commonly in the form of asynchronous dual public private key elliptic curve cryptography as used in Bitcoin. Other models are available such as . Parties then use their disclosed public and undisclosed private keys to confirm their entitlement to enter into the contract. They then transfer the private key to the payee or acquirer to validate the execution of the contract.

MasterCoin was developed by JR Willett. The White Paper was published in January 2012 and updated in July 2013.[footnoteRef:301] MasterCoin represented the first ICO with funds being raised between July and August 2013 with subscribers receiving 100 times the amount of Bitcoin deposited and additional coins as a reward for early adoption.[footnoteRef:302] 4740 BTC were received which generated over 0.56 million MSC. Mastercoin was also described as being the first altcoin and Bitcoin 2.0 solution.[footnoteRef:303] Mastercoin created a new protocol layer on top of Bitcoin. MasterCoin allowed the creation of new coins on top of the MasterCoin and Bitcoin protocol layers.[footnoteRef:304] MasterCoin allowed new currencies to be created pegged at their values which created a form of model for subsequent stablecoins such as Tether.[footnoteRef:305] The appendices to the White Paper dealt with legal and moral issues and contained an investment disclosure.[footnoteRef:306] MastercCoin was used to raise funds for MaidSafe which allowed users to trade additional computer storage space using SafeCoin although following concerns with the issuance MasterCoin was renamed to Omni in 2015.[footnoteRef:307]  [301:  Mastercoin was intended to deal with the two perceived principal difficulties with Bitcoin in terms of wider adoption with instability and insecurity. It would benefit the whole of the Bitcoin community and raised funds to hire developers to build the software to create a new protocol layer on top of Bitcoin. This would strengthen Bitcoin and avoid further dilution of its importance and ‘message to the world’. 1. A visualisation was provided of the mastercoin protocol on top of the Bitcoin protocol with user currencies above both of those. 2. This would allow parties to build their own currencies using simple tools to design……. A ‘Trusted Entity’ would manage the initial MasterCoin issuance and protocol software development. 3. GR Willett, The Second Bitcoin White Paper (July 2013) vs 0.5. ]  [302:  A ‘Bitcoin Exodus’ address was created to receive the Bitcoin. Iftikhar Alam, ‘Beginner's Guide: What is Mastercoin (Omni)? The First Altcoin’ 101 Blockchains (8 July 2018). ]  [303:  A seven member developer panel was established including JR Willett, Ron Gross, Brock Pierce and Sam Onat Yilmaz. Ibid. ]  [304:  The White Paper used the example of generating ‘GoldCoins’ using ‘Gold Shares’ and ‘gold coins’ to create stability and predictability with volatility, risk and reward. Gold share and gold coin volumes are adjusted to protect their relative value set out in a ‘ticker’ Bitcoin address. The issuance would be supported by an escrow fund made up of MasterCoins. White Paper (n) 9-14.]  [305:  Section. ]  [306:  Willett considered that the trusted entity could avoid legal liability as the protocol and software only provided tools to create new distributed currencies. The trusted entity ‘must be prepared to move to a country with a more favourable legal climate’ in the event that laws targeted the distributed currencies. In moral terms, it was accepted that early investors could become very wealthy, in particular, if the new currencies replaced existing currencies. The ‘social and economic upheaval could be cataclysmic, and many people could suffer greatly if the transition is not handled well by governments and the rich.’ 16. People had to act responsibly and ‘we must all encourage each other to do the right thing, by words and by example.’ 16.]  [307:  Alam (n). See also https://mastercoin.1; and https://www.omnilayer.org. ] 


OmiseGO (OMG) was originally set up in June 2013 by Jun Hasegawa in Bangkok, Thailand.  OmiseGO is based on Ethereum to provide asset trading and payment services with a separate digital wallet shell and allow interoperability between OmiseGO and other blockchains and systems. OmiseGO is a decentralised exchange,[footnoteRef:308] liquidity provider mechanism, clearing house messaging network and asset backed blockchain gateway using Proof of State (PoS) consensus and the Ethereum2 Plasma blockchain solution.[footnoteRef:309] OmiseGO principally operates in Thailand, Japan, Singapore and Indonesia.  [308:  Joseph Poon and OmiseGO Team, OmiseGO – Decentralised Exchange and Payments Platform (17 June 2017) White Paper. ]  [309:  Plasma provides a multi-branching blockchain solution which allows transactions to be reconciled off-exchange (using ‘child chains’ each of which can have their own child chains). Smart contracts can be implemented on the child chains and then reconciled with the main chain. Trading can be transferred back to the main chain through ‘Plasma excess’. Joseph Poon and Vitalik Buterin, Plasma: Scalable Autonomous Smart Contracts (11 August 2017) White Paper available https://plasma.io/plasma.pdf. [Other off-chain solutions include state channels and Truebit. State channels move blockchain components off-chain with ‘generalised state channels’ carrying this function out once which then allows multiple applications to work on the basis of these transferred states. The principal difference between Plasma and state channels is that these operate on the basis of an assumption of unanimous consent with Plasma requiring Merkle proofs to be submitted by Plasma validators for confirmation purposes. See, for example, Jeff Coleman, Liam Horne and Li Xuanji, ‘Counterfactual: Generalised State Channels’ (12 June 2018) available https://14.ventures/papers/statechannels.pdf.  TrueBit operates as an on-chain dispute resolution and off-chain computation layer. Miners (solvers or verifiers) are rewarded in TRU token with  miners having to deposit tokens in a dedicated smart contract. Jason Teutsch and Christian Reitwiessner, ‘A scalable verification solution for blockchains’ (16 November 2017) available https://people.cs.uchicago.edu/-teutsch/papers/truebit.pdf. Truebit uses a retrofitted trustless oracle to carry out computational tasks assigned by smart contracts using a WebAssembly byte code verified through anonymous miners. See also https://truebit.io.  Plasma parallels Bitcoin's Lightning Network for payment. The Lightning Network allows parties to make payments directly off-exchange using a multi-signature wallet …… or balance sheet smart contract on the Bitcoin blockchain. Lucas Schor, ‘Bitcoin Lightning Network – 7 Things You Should Know’ (10 January 2018) Medium available https://medium.com/@argongroup/bitcoin-lightning-network-7-things-you-should-know-604ef687ef5a. ] 


(5)	Title Transfer

The contract to transfer the digital value on the particular ledger is constituted and executed through the transfer of title on the digital register concerned. As noted, title creation and transfer could only take place on the ledger itself.[footnoteRef:310] This may form part of a larger contract given effect to off-ledger although the specific aspect of the contract or sub-contract involving the transfer of value can only be carried out on the particular digital register used. This applies in relation to all coin models.  [310:  Subsection (1) above.] 


(6)	Record or Receipt

Some form of legal record or confirmation of the transaction having been carried has to be provided. This is achieved through transaction hashing which produces a standard sized cryptography created timestamped digital record or receipt. The transaction hashes are then held on the ledger with blockchain commonly using a Merkle structure which involves creating multiple further hashed in transaction and hash pairs to create a Merkle route which then forms part of the header for the next block.[footnoteRef:311] Bitcoin style blockchains then consist of successive Merkle hash trees. [311:  Subsection (8).] 


(7)	Ledger Reconciliation

As the record system operates on a multiple copy or decentralised basis, it is necessary to reconcile the separate records held. This is achieved through the particular consensus or reconciliation method adopted. Bitcoin and the majority of subsequent coins use Proof of Work (PoW) and competition between minor nodes to demonstrate PoW by being the first to generate the appropriate hash solution. Other coins have tried to avoid the inefficiencies of PoW such as with Proof of Stake (PoS) or other models including Proof of Burn (PoB)… The legal effect of reconciliation is to ensure that all of the digital ledgers in operation hold a consistent record of asset entitlement.

(8)	Ledger Structure

Different title holding structures can be used. Blockchain involves the carrying out of a specific number of transactions and then holding these in separate blocks with a chronological chain being created from the separate transaction blocks. Bitcoin adopted an initial 140,000 transaction block size with the Merkle tree being used to generate a Merkle root hash which formed part of the header of the subsequent block to link the blocks together in a chain. The degree of difficulty applied to calculate the most appropriate hash to close the block is then adjusted to ensure that blocks are only open for around ten minutes and then locked with a new block being created. Different coins use variations on transaction size and block speed.

Other models are available with blockchain and PoW specifically having limited scalability. Other models are available. This includes creating transaction chains rather than blockchains with graph technology. Different forms of multichains or direct transaction chains may be created. Directed acyclic graphs (DAGs) can specifically be used to create overlapping one directional (directed) chains of links that do not loop back on themselves (acyclic). IOTA uses DAGs with its Tangle model and .[footnoteRef:312] [Tether] has a developed an ‘infinite sharding’ model. Instant hypercubes may also be used.[footnoteRef:313] All of these simply represent more sophisticated forms of legal asset entitlement registers or record systems. [312:  ]  [313:  ] 


(9)	Password Security

It is separately necessary to hold the public and private encryption keys. While the public key will be made available on an open basis and be easily accessible and recoverable, difficulties may arise with regards to the private key which may consist of a 32 to 64 single alpha numeric code. As these cannot generally be memorised and multiple private keys may be used over time,[footnoteRef:314] separate record systems are to be created for private keys which are generally held in digital wallets. The wallet then holds the private cryptographic keys rather than the digital assets themselves which remain on the original blockchain or other digital ledger. Different hot and cold and on and off chain wallet models are available.[footnoteRef:315]  [314:  Many coins including Bitcoin encourage the creation of a new private key with each transaction. Bitcoin Manual, .]  [315:  ] 


These are important in law as records of entitlement to use the private keys concerned. This may also be important in connection with the development of any associated policy of constructive digital possession and constructive digital location. The idea of constructive possession is used in certain areas of law, such as with regard to drug related criminal offences, with parties being held liable where they do not directly but constructively control particular assets. This could clearly be extended in the digital area with holding the private cryptographic key amounting to constructive possession of the underlying digital asset concerned. This could again then be extended to create a separate doctrine of constructive digital location which would allow the nominal place of existence of assets to be identified in any particular case. This may, for example, be used in the area of International Private Law to determine which law should govern a particular dispute where no separate legal system has been agreed by the parties.[footnoteRef:316] [316:  The idea of constructive digital location was in effect adopted by the Financial Markets Law Committee (FMLC) Working Group on the International Private Law implications of Digital Finance in 2018. The writer was a member of the group and recommended the creation of a multiple option ‘waterfall’ approach with the residual option being based on the idea of equating constructive digital location with the ……… of the private cryptographic key. FMLC, .] 


Steem is the account unit used on the Steemer social media blockchain.[footnoteRef:317] Steem was developed by Ned Scott from BitShares and Dan Larimer from EOS. Steem uses Steem dollars and Steem power based on the Steem unit. The White Paper[footnoteRef:318] was published in March 2016 with Steem being issued in July 2016. Steem attempts to reward community member contributions in a fair and transparent manner. This attempts to transfer revenue to users from advertisers and to decentralise and democratise the system. Steem uses a Proof of Brain (PoW) algorithm with people earning tokens by curating content. [317:  https://steem.com. ]  [318:  Steem – An incentivised, blockchain-based, public content platform (June 2018 updated) https://steem.com/ steem-whitepaper.pdf. ] 


Lisk (LSK) was created by Max Kordek and Oliver Beddows in 2016 based in Switzerland to support the development of decentralised platform applications (Dapps). It was originally created as Crypti in September 2014. The Lisk ICO raised $5.8 million in Bitcoin through the sale of 100 million LSK in 2016. Lisk uses Java Script, as the most commonly used programming language, with Dapp Sidechains and a Delegated Proof of Stake (DPoS) algorithm. Lisk deals with scalability through the use of sidechains for Dapp use.[footnoteRef:319] [319:  https://lisk.io. ] 


The Ox Project was launched by founders Will Warren and Amir Bandeali[footnoteRef:320] in October 2016 to create a decentralised exchange for all of the new tokens being created on Ethereum. The Ox protocol allows trading to be conducted off exchange and orders to be placed back onto the blockchain following settlement to increase speed and reduce costs.[footnoteRef:321] Exchange creators are referred to as Relayers and are paid in the Ox Ethereum token (ZRX). One billion ZRX were released as part of the token launch on 15 August 2017. [320:  Will Warren and Amir Bandeali, Ox: An open protocol for decentralised exchange on the Ethereum blockchain (21 February 2017) available https://ox.org/pdf/ox_white_paper.pdf. ]  [321:  https://blockonomi.com/ox-guide/ ] 


(10)	Connection

Different connection models may be created to create interoperability between blockchains or other digital ledgers or the registers otherwise to operate with other external systems. One option is through the use of hyperlinks or ‘atomic swaps’ using temporary escrow accounts to allow values to be transferred between blockchains on a conditional basis.

Temporary credit and debit balances are created on the parallel chains with the values being transferred in the event of the relevant conditions being satisfied. If the conditions are not met, the transaction is atomistic with all debit and credit entries being returned to their original values. The legal effect of these is to transfer values or entitlements between blockchains or other digital ledgers. The manner in which this is achieved and relevant conditions that have to be satisfied are dependent upon the rules of the particular mechanism.

Chainlink is decentralised oracle service that links blockchain with identified external events. Chainlink was originally developed by SmartContract beginning in September 2014 with Sergey Nazarov as CEO and Steve Ellis as CTO. The platform uses separate on and off-chain infrastructure using a reputation contract, order matching contract and aggregating contract.[footnoteRef:322] Off-chain oracle operators are rewarded through chainlinks with the LINK ERC20 token.[footnoteRef:323]  [322:  This involves oracle selection (using a Service Level Agreement (SLA) for the data search), data reporting and result aggregation. ]  [323:  Steve Ellis, Ari Juels and Sergey Nazarov, ChainLink – A Decentralised Oracle Network (4 September 2017) White Paper v1.0. See also https://chain.link.] 


Ontology is a high performance public blockchain with a distributed trust collaboration platform.[footnoteRef:324] Ontology was launched through two airdrops of 1000 ONT and 500 ONT on 8 and 31 January 2018. The Ontology Ecosystem White Paper was published on 8 February 2018.[footnoteRef:325] [324:  https://ont.io/ ]  [325:  https://ont.io/wp/ontology-.........................................................................................] 


(11)	Terms and Conditions of Operation

All legal asset creation, holding, transfer and destruction systems will operate in accordance with a specific set of express or implied terms and conditions or other operational specifications. These were, for example, initially implied in the coding adopted to create the original Bitcoin model[footnoteRef:326] with this subsequently being written up in the form of a Bitcoin user manual.[footnoteRef:327] A user manual will in law strictly only constitute a form of guidance with regard to the operation of the system although this will reflect the underlying express or implied terms consent. While programmers or coders may intend that the coding replaces law, all systems, arrangements or sets of relations create direct or indirect legal effects depending upon the express or implied terms involved. New coin or platform models and, in particular, more complex systems will be more effective where relevant legal and regulatory requirements and effects are considered and incorporated into the underlying design of the product or service. The general objectives and operation of a particular coin or token are usually set out in the original White Paper with a separate Yellow Paper possibly being used to specify more specific technical conditions. While these may not be intended to have any direct legal effect, regulatory authorities and courts can use them to determine the relevant rights and obligations of all of the parties concerned. This may be specifically relevant in confirming the nature of a particular coin or token in law with the risk of regulatory or judicial reclassification or recharacterisation.[footnoteRef:328] [326:  Section 2 (1).]  [327:  The manual was originally drafted by . See .]  [328:  Section .] 


(12)	Governance and Enforceability 

Appropriate governance arrangements are usually incorporated into code design or the accompanying White or Yellow Papers. This may often operate on a simple majority basis of entitled participants usually defined in terms of core minor node status such as with Bitcoin.[footnoteRef:329] Other systems may be used usually based on some form of Proof of Stake (PoS) or adjusted PoS model.[footnoteRef:330] A number of significant difficulties nevertheless arose in practice in terms of Bitcoin governance and attempts to revise and restructure the underlying system of operation on several occasions.[footnoteRef:331] Other coins, such as Tezos, were specifically set up to attempt to resolve these issues. [ ] [329:  Bitcoin Manual, .]  [330:  ]  [331:  See, for example, .] 


Even where governance is not dealt with expressly by the original developers, sponsors, programmers or coders, some form of governance model will be implied by the specific set of technical relations created between all of the parties concerned. This will, in turn, create an associated set of rights and obligations which will be enforceable in law. While some protections may be waived by express party agreement, other more fundamental human or constitutional rights may not be avoided. It should always be possible to revert to some form of dispute resolution system including, for example, through judicial review to determine whether any rights have been appropriately lost or respected. Many sets of legal remedies, such as in the areas of tort or restitution, will always apply while other regulatory and criminal laws will always have to be respected subject to appropriate sanctions and penalties being imposed.

The alternative to attempting to develop a ‘superapp’ such as with the Chinese Alipay or WeChat  is to create a new digital coin. The first of the BigTech companies to do so was Facebook with the launch of Libra on 18 June 2019.[footnoteRef:332] The objective was to create a mobile, stable, fast, scalable, secure and global new monetary asset.[footnoteRef:333] Libra would be backed by a basket of currencies and securities, including US Treasury Bills, and operate on the basis of its own blockchain.[footnoteRef:334] The White Paper states that Libra’s mission is to enable a simple global currency and financial infrastructure that empowers billions of people with 1.7 billion people in the world excluded from banking and financial services.[footnoteRef:335] The network is to be managed by a non-profit association, the Libra Association, based in Geneva.[footnoteRef:336] Facebook confirmed that 28 firms had confirmed support with 100 members to join the Libra Association.[footnoteRef:337] Facebook would establish a separate wallet service with a new subsidiary Calibra. A number of commentators questioned the suitability of Facebook issuing the coin in light of other data breaches and concerns although they welcome the additional competition created in the markets.[footnoteRef:338] The G7 confirmed that a working group would be set up under ECB member, Benoit Coeuré, which would examine the risks with the issuance of private digital currencies such as Libra.[footnoteRef:339] Bank of England Governor, Mark Carney, confirmed that the Bank would approach the project with an ‘open mind’ but not ‘an open door’.[footnoteRef:340] Facebook separately confirmed that it would use Libra to develop a global digital identity standard which could be of particular value in allowing people to confirm digital identities in a secure and controlled manner.[footnoteRef:341] This may assist resolve the problem of establishing a private but useable form of ‘self-sovereign identity’.[footnoteRef:342] [332:  ‘Facebook unveils global digital coin called Libra’ Financial Times (18 June 2019). ]  [333:  https://libra.org/en-us/?source=your_stories_page. ]  [334:  The source code is written in the multi-system programming language, Rust, which was originally designed by Graydon Hoare at Mozilla Research with others in July 2010. The program is open source and made available under the Apache free software license produced by the Apache Software Foundation (ASF) in January 2004. https://www.rust-lang.org; and https://www.apache.org/licenses/ ]  [335:  Libra, White Paper (June 2019) available https://libra.org/en-us/white-paper/#introduction. ]  [336:  ‘What is Libra, Facebook’s new digital coin?’ Financial Times (18 June 2019).]  [337:  Each member had to contribute a minimum of $10 million and would act as a network node. Candidates had to have a minimum market value of $1 billion or hold more than $500 million in customer balances, have more than 20 million customers and be recognised as a top 100 industry leader. Ibid.]  [338:  ‘Facebook’s Libra coin is a symptom of banks’ flaws’ Financial Times (18 June 2019) Editorial. ]  [339:  ‘Facebook’s Libra currency draws instant response from regulators’ Financial Times (18 June 2019). ]  [340:  Ibid.]  [341:  Facebook stated that, ‘An additional goal of the association is to develop and promote an open identity standard. We believe that decentralised and portable digital identity is a prerequisite to financial inclusion and competition.’ Facebook, White Paper (n) 9.]  [342:  Self-sovereign identity refers to the creation of identification standards that can verify authentication at the same time as protect privacy. People are considered to have a right to an identity without the need for state registration although it is generally given effect to through different forms of national registering such as through births, deaths and marriages, driving licences and passports. Digital identity has developed through four phases with centralised identification (with administrative control being carried out through a single authority or hierarchy), federated identity (using multiple federated authorities), user-centric identity with individual or administrative control across multiple authorities without a federation) and self-sovereign identity (individual access control). Program developer Moxie Marlinspike referred to ‘Sovereign Source Authority’ in February 2012 with the Open Mustard Seed Initiative being taken forward by Patrick Deegan in March 2012. Kim Cameron at Microsoft Corporation had issued ‘The Laws of Identity’ on 4 March 2007. Four Windhover Principles for Digital Identity, Trust and Data were developed by the Institute for Data Driven Design (ID3) in October 2014. These were generally concerned with the self-sovereignty of digital identity and personal data, proportionate enforcement and risk-based regulation, ensuring innovation and trust and privacy and open source collaboration and continuous innovation. Samuel M Smith and Dmitry Khovratovich created Evernym Identity System Essentials (29 March 2016). Principles for the establishment of a digital trust network were produced by the Respect Trust Framework in January 2016 with a W3C Verifiable Claims Working Group producing a draft charter in January 2017. Christopher Allen attempted to draw these together into ten principles in April 2016 consisting of existence, control, access, transparency, persistence, portability, interoperability, consent, minimalization and protection. Christopher Allen, ‘Opinion’ CoinDesk (27 April 2016). On identification, Heather Vescent and Kaliya Young, A Comprehensive Guide to Self Sovereign Identity (Purple Tornedo 2018). It is arguable that everyone has a right to a digital identity and that this could be considered to constitute a form of property. Clare Sullivan, ‘Digital Identity – An Emergent Legal Concept’ University of Adelaide Press (2011).] 


5.	DIGITAL CURRENCY CLOSING COMMENT

The history of digital coins has been one of creation and innovation with multiple new types of coins or tokens being created to improve and take forward earlier forms. Each has usually been designed to provide added new value. Over 5,750 digital coins and tokens have since been launched.      

An enormous number of new digital coins and tokens have been issued since Bitcoin’s launch at the beginning of 2009. The number of issuances has risen substantially in recent years with new offerings continuing each year. This has led to substantial innovation and new design with a number of significant larger changes also occurring. Exciting reforms have specifically taken place in the areas of anonymity, payment, smart contracts, stable coin creation and ICO and new STO and IEO often with SAFT offerings. 

The most exciting recent developments have been in connection with the proposed launch of Facebook’s Libra coin, the size of which could dwarf all other coins, and recent innovations in CBDC especially with the PBOC dual DCEP initiative. Other CBDC may follow although it is not clear at this stage whether other central banks have the technological capability to proceed with this. Private digital coins, CoinTech and TokenTech, will then compete with improvements in electronic payment technology and PayTech and InfraTech. Private digital coin may then be challenged by official CBDC in future. Private markets may become increasingly irrelevant over time except in more specialist and niche areas.

The future will then be characterised by further innovation and advance to create increasingly more efficient and stable coins and tokens. Some consolidation and simplification is inevitable as part of this process as the most effective models emerge. These may still be used for many different purposes and in different use situations and applications and so a number of core forms may remain. Multiple variations may also remain within each general category depending on specific design features and user preference. This will be an exciting area to monitor and follow.         
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